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By Wing Commander Guy Edwards

Highly automated robotic systems (often referred to as ‘autonomous’ systems) will be a significant 
feature of the future battlespace, potentially leading to a revolution in military affairs.  There are 
many who oppose their development and use on moral, ethical or legal grounds, but this Paper 
contends that none of the arguments against such systems are truly compelling, and, contrary 
to the views of most campaign groups, robotic systems are likely to bring many advantages at 
acceptable levels of risk.  However, a clear vision is needed about how to engage with the subject.  
Failure to engage could result in severe military disadvantage, missed opportunities, weakened 
national robotics industries, and a marginalizing of nations’ views on the ethical use and potential 
regulation of these systems. 

Military Autonomous
& Robotic Systems
Considerations for the way forward from a UK military perspective 1
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Introduction
“The trend is clear: warfare will continue and autonomous robots will ultimately be deployed
in its conduct.”2

							     

What is autonomy?

The word ‘autonomous’ is widely misused and this misuse, far from simply raising semantic 
issues,3 creates widespread misunderstanding and leads to public misconceptions and 

fears about developing capabilities.4  The word ‘autonomous’ is derived from the Greek 
and means ‘self-governing’.5  From a philosophical perspective, Immanuel Kant described 
autonomy as the ability to impose moral law on oneself.6  In either construct, an autonomous 
entity is one that sets its own rules, and this is the commonly understood meaning of the 
word.  Therefore, any system, which is programmed by a human being, assigned a mission
by an operator, or deployed on the order of a politician, can never correctly be described
as ‘autonomous’.  In reality, most so-called autonomous systems are highly automated7 
(or ‘intelligent’).  An earlier attempt by the UK Military’s Development, Concepts & Doctrine 
Centre (DCDC) to define autonomous systems fails to make this distinction8  and both in
US Department of Defense publications9  and in some NATO documents10, a variety
of definitions of autonomy exist, all of which ignore the literal meaning of the word. 
Various attempts have also been made to define different levels of autonomy11 , but almost 
all have subverted the meaning of the word itself.  There are some notable exceptions, for 
example, the studies into levels of autonomy in robotic systems by Sheridan and Verplanck 
(1978) and Parasuraman, Sheridan and Wickens (2000), propose ten levels of automation in 
which the highest level (corresponding to full autonomy) offers the following definition: 
‘the computer decides everything and acts autonomously, ignoring the human.’12  Using this
definition, it is impossible to imagine any armed forces wanting to create and use a truly 
autonomous system. 
   
Autonomous Military Systems
From the forgoing paragraph, it can be deduced that no militaries would wish to develop
truly autonomous systems simply because commanders would not want to field systems
over which they have no control.  Consequently, appropriate levels of control over robotic 
systems and the ability to direct them, will remain a central principle in the development
and acquisition of such systems.  Although the US Department of Defense arguably misuses 
the term ‘autonomy’, US policy is very clear that ‘autonomous and semi-autonomous systems 
shall be designed to allow commanders and operators to exercise appropriate levels of human 
judgment over the use of force’.13  Similarly, the UK Ministry of Defence (MOD) “…currently has 
no intention of developing systems that operate without human intervention.”14  In short, even for 
highly-automated and intelligent systems, human oversight remains essential and will continue.  
This is a crucial deduction in terms of accountability, because if human commanders and 
operators continue to oversee the deployment and use of robotic systems, then they must 
surely bear some responsibility for the actions of that system.  In light of such assurances of 
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continuing human oversight, the idea of ‘killer robots’15  running amok, seems entirely fanciful, 
but it undoubtedly helps to sell newspapers.16  

Semi-Autonomous and Robotic Systems
Referring to highly automated or intelligent systems as semi-autonomous may provide a 
practical compromise in terminology and serve to reassure those for whom the prospect of 
robotic military systems is disturbing.  Such systems could be described as exhibiting some 
independent decision-making capability (based on their environment, external stimuli and 
historical data, and derived from logic processing in accordance with set rules and algorithms).  
However, such semi-autonomous systems could also allow human intervention, and this could 
occur at any one of four stages in the system’s action cycle (broadly similar to the classic OODA 
loop17), the most obvious case perhaps being the requirement for human authority prior to the
use of lethal weapons once the semi-autonomous system had identified a target.  While this 
approach is attractive, it may also be untenable in environments where very fast decision-
making is required.  It seems more likely that human oversight would be exercised in setting 
system parameters.  Both at the design stage and subsequently, it is important for human 
operators to understand how a semi-autonomous system is using the information it gathers 
and thus judge whether intervention or ‘manual over-ride’ is necessary.  Even with high levels 
of automation, appropriate levels of operator training and workload would be needed for proper
oversight.  Such oversight would include ensuring that the system is basing its actions on the
correct data and that data is being used appropriately.  Consequently, the design of cognitive 
processes for semi-autonomous systems should be comprehensible and preferably, recognizable
to human overseers.  Roboticist and roboethicist Professor Ronald Arkin of the Georgia Institute 
of Technology believes that in time, it would even be possible to provide robotic systems with 
a form of ethical conscience which he describes as an ‘ethical governor’.  Cognitive frameworks 
such as those described by Arkin18  and Thoms19  may provide the basis of designs for highly 
intelligent robotic systems.  An earlier DCDC assessment opines that “…unmanned aircraft 
will eventually have the ability to independently locate and attack mobile targets, with appropriate 
proportionality and discrimination, but probably not much before 2030.” 20 

Autonomy, Predictability, and Artificial Intelligence
One of the challenges in understanding robotic systems lies in identifying what is, and what is
not, an autonomous system.  If the literal meaning of autonomy is used, then the task is easy.
However, because the term is often used to describe ‘highly-automated’ actions, there is
considerable scope for misunderstanding.  This is further complicated by the use of multi-agent
systems21 which interact with each other in order to solve complex problems, but in which the
individual elements are likely to have independent functions, priorities or requirements. 
Although numerous competing definitions exist, in this context multi-agent systems are those
systems that include multiple autonomous entities with either diverging information or 
diverging interests, or both.22  Bringing these independent entities together in some form of
reasoning process is broadly akin to forming a committee to solve a problem.  Consequently, the
output from a multi agent system may not be predictable and will depend upon design 
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parameters and constraints as well as the logic algorithms used and external stimuli.  Such a
system could sense its environment and act accordingly in pursuit of a pre-determined mission.
In novel situations, the system is also likely to learn from the outcomes of its own actions – a form
of artificial intelligence, albeit limited in what it is permitted to learn.  Taken in isolation, the
individual ‘agents’ within a system may be so limited in their function that they could not be 
considered ‘autonomous’.  However, combining agents (i.e. a multi agent system) may produce 
an intelligent system that could be considered semi-autonomous.  There is no easily definable 
point at which this occurs and thus, currently, no straightforward legal delineation between 
autonomous, semi-autonomous and non-autonomous systems.

Why Robotic Systems would be useful
There are a number of reasons why robotic systems would have military utility.

Reduction of Risk to Personnel

In common with remotely operated systems, semi-autonomous platforms have the 
foremost advantage of not exposing human operators to dull, dirty or dangerous23 
tasks, or to put it another way, they ‘allow their users to project power without projecting 
vulnerability’.24  However, the expense and effort in designing, building and operating
semi-autonomous robotic systems should not be underestimated and there clearly
has to be a tangible cost-benefit advantage in doing so over and above that of not 
exposing personnel to risk.  Recently however, the UK Supreme Court ruled that the
MOD has a duty to ensure that troops are properly prepared and equipped when sent
to war.25  Effectively the ruling upholds soldiers’ right to life as described in the European 
Convention on Human Rights (even in war zones) and arguably places a legal responsibility
on the MOD to mitigate risks to soldiers’ lives by all feasible means.  It could therefore be 
argued that, where possible, remotely operated or robotic systems should be used in 
preference to soldiers where a threat to life exists.

Reduced Vulnerability to Electronic Attack or Link Failure 

As the reported hijacking of a US RQ-170 Sentinel remotely piloted aircraft in December 
201126  illustrates, unmanned systems, which rely upon command links or external 
positioning systems (such as GPS), are inherently vulnerable to communications jamming 
and spoofing.  Even in situations where an adversary is unable to attack command links, 
the vulnerability of satellite communications gives cause for concern as space weather 
or debris could cause the loss of critical satellites.27  Semi-autonomous systems require 
little or no communications links and can be designed to navigate using only internal 
references.  This mitigates the risk of a successful electronic attack or command link failure 
due to natural phenomena and thus improves the prospect of mission success.

Speed of Response

Remotely operated platforms incur reaction-time penalties which increase with the 
distance between operator and platform and whereas these penalties are currently within 
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acceptable boundaries, as more sophisticated, high speed, and semi-autonomous weapons 
system are encountered in the battlespace, the time delay due to remote operating is likely 
to generate unacceptable lag.  For example, when defeating enemy missiles operating 
at supersonic speeds, an unmanned platform will need to react in milliseconds if it is to 
survive, rather than the 1-5 seconds delay commonly encountered in remotely operated 
air systems today.28  Put simply, having a human control such ‘survival’ responses from a 
distance would be too slow.  Furthermore, even if a command link is over a relatively short 
distance, the time taken for a human operator to assimilate and act upon inputs may
cost precious seconds.  Speed also confers improved system survivability due to the 
difficulty of engaging fast-moving targets:  indeed, it is one of air power’s core attributes.29  
As westernair forces strive to compensate for the reduction in mass resulting from 
budgetary constraints, agility and speed become vital in terms of creating momentum or 
‘velocity’ with which to overwhelm adversaries.30  In a physical sense, remotely piloted or 
semi-autonomous high speed air systems clearly offer some operational advantages over 
manned aircraft where high speed, high G manoeuvres challenge physiological boundaries 
for manned systems.  Freed of the need to provide on-board life-support, unmanned 
platforms may also be smaller and therefore more agile than their manned counterparts. 

Ability to Operate Outside of Communications Coverage

Unmanned systems provide a safer alternative than using manned platforms to carry 
out dull, dirty or dangerous work.  In common with remotely operated systems, semi-
autonomous platforms also offer the advantages of persistence, constant vigilance and 
endurance.  But for missions or environments where communications links are difficult 
to maintain (such as underwater mine clearance, or subterranean search and clearance 
operations), then robotic systems, especially those incorporating multi-agent systems 
or some form of artificial intelligence, have the advantage of not requiring constant 
communications links with their operator.  Remotely operated robots such as the PackBot31  

and Warrior32  were used to carry out sampling and basic repair functions at the damaged 
Fukushima nuclear plant in Japan in areas where radiation levels would have been 
lethal to humans.  However one of the main drawbacks of using them was that wireless 
control was often impossible due to radio signals being blocked by building structures or 
degraded by ionizing radiation, and tethering the systems (with fibre-optic control cables) 
was fraught with difficulties as cables easily snagged on objects and rubble.33  Whereas the 
current capabilities of semi-autonomous systems fall well below that required to carry out 
complex tasks of the type encountered at Fukushima, this is clearly an area where such 
robotic systems would be of real benefit in the future.

Compliance

One view is that actions should be judged against compliance with regulations or
laws rather than against outcomes.34  As most current generation robots operate on rule-
based logic systems they naturally favour such a deontological approach whereby the 
morality is founded upon the adherence to a rule or set of rules.  However, this approach 
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contrasts to a consequentialist one in which outcomes rather than rules are all important.  
Both theories are imperfect: in human terms, it is possible to think of numerous examples 
where people have meant well and felt justified in ignoring regulations, but the unintended
consequences of their actions were extremely negative.  The opposite is also true where 
blind adherence to regulations has given rise to negative consequences, which in many 
cases, could not have been foreseen by the author of the regulations.  In his science-fiction
works, Isaac Asimov famously coined a number of Laws of Robotics, which in many ways 
epitomise the deontological approach.  However, it is possible to conceive situations 
in which such ‘laws’ generate contradictions and could lead to unsafe actions.  In short, 
whichever approach is taken and whether actors are human or robot, there will always be 
circumstances and decisions, which result in unintended consequences.  

What is certain is that human adherence to laws and regulations has frequently
failed under conditions of combat stress, extreme provocation or poor leadership. 
Arguably, pre-deployment training among western forces has greatly improved over 
recent years and an emphasis on rules of engagement and the Law of Armed Conflict 
has reduced the number of violations occurring as a result of ignorance.  However, basic 
human nature is unchanged and there is still a high risk of even the best trained troops 
failing to meet the required behavioural standards.35   

A 2006 report by the US Surgeon General’s Office highlights the compliance challenges 
facing human beings on the battlefield and the underlying attitudes which give rise to 
such challenges.36  Despite over 80% of the marines and soldiers questioned agreeing 
that they had received training on how to behave towards non-combatants, many had 
clearly not assimilated the training.  The figures below illustrate the problem:

17% of soldiers and marines believe that all non-combatants should be treated
as insurgents.

44% of marines and 41% of soldiers believed that torture should be allowed if it saved 
the life of a soldier or marine.

Only 38% of marines and 47% of soldiers believed that all non-combatants should be 
treated with dignity and respect.

Only 40% of marines and 55% of soldiers would report a unit member for injuring or 
killing an innocent non-combatant.

Robots do not suffer from emotional disturbance such as battlefield stress, prejudice or 
human motives such as revenge, nor are they susceptible to ‘scenario fulfilment’.37  Whilst they
may not be perfect, they are highly unlikely to break rules and could also be capable of 
monitoring and reporting battlefield activity in such a way that would discourage illegal 
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acts by human combatants.38  It would also be easier to conduct post-event analysis 
on a robotic system equipped with ‘black-box’ recorders.  In short, the use of properly 
programmed robots could significantly reduce the number of breaches of the Laws
of Armed Conflict and afford non-combatants greater protection than is currently
the case.39 

Advantages of Robots

Robots do not need sleep or extensive training and they can be designed to operate in
extreme conditions: they do not get bored, become inattentive, or experiment with things
out of boredom.40  Their persistence and enduring level of focus on their assigned task 
easily outperforms human operators and, in a military context, would allow a high
operational tempo41  to be maintained.  While robots still require downtime for repair
and maintenance, their use may be many times more efficient than using manpower. 
For example, a simple 24-hour observation and reporting task that might otherwise 
require three people working in eight-hour shifts will require only one robot.  Robots can 
certainly excel at dull and simple tasks, saving manpower and improving efficiency.  But as 
robot capabilities improve, more complex tasks are also likely to be ceded to robots.

Opportunities
From the foregoing, it can be seen that robotic systems could offer significant advantages 
in certain military situations.  It is worth noting however, that in many situations, robots are 
unlikely to supplant humans.42  For example, robots are unlikely to be the best option for 
roles such as confidence-building, HUMINT,43  mentoring, and high-level decision-making 
(especially in novel situations where existing models or metrics are inadequate, or where 
qualitative judgements are necessary).  In much the same way as land, maritime and air forces 
work together in a highly synergistic way to create joint effects,44  mixed teams of humans and 
robots may be the most effective way of harnessing the strengths of both whilst mitigating 
their respective weaknesses.  Robotic systems, if used in a balanced and considered way, could 
considerably enhance operational effectiveness while improving protection for friendly forces 
and non-combatants.  However, even if the West decided not to invest in the technology, 
others have understood the potential of such systems and are enthusiastically embracing it -
as they have with remotely-operated systems.45  

Objections to Robotic Systems
Some of the objections to robotic systems mirror those levelled against remotely operated 
systems (particularly unmanned air systems) but are nevertheless worthy of repetition here 
along with those that are specific to robotic systems.  Many of those who wish to see the 
development of such systems banned, are perhaps guilty of measuring robotic abilities by 
what is available here and now, rather than looking to the future.  As Arkin puts it: By merely 
stating these systems cannot be created to perform properly and ethically does not make it true. 
If that were so, we would not have supersonic aircraft, space stations, submarines, self-driving cars 
and the like.46  
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Legal Challenges

Whilst lethal robotic systems in particular raise significant ethical and legal issues, many of 
the arguments apply equally to more conventional systems, many of which, to a degree, 
outraged public conscience when they were first encountered.47  The Martens Clause48  is 
often cited as justification to ban emerging weapons systems stating that [even when no 
other constraining legislation exists] ‘…the human person remains under the protection of
the principles of humanity and the dictates of the public conscience.49 Campaigners often
suggest that robotic systems violate these principles, however, in practice there are 
numerous interpretations of the Clause and it is impossible to reach international consensus
about ‘the dictates of public conscience’.  Consequently, there have been no successful 
weapons bans under the provisions of the Clause.  There is though, a clear danger that 
technological advances are outpacing regulation and legislation, and as a consequence, 
there are growing calls for the development of ‘lethal autonomous robots’ (LARS) to be 
halted until proper frameworks are in place.50  Arguably, this is unrealistic considering the 
relative impotence of the UN and other supranational bodies to enforce a development 
moratorium, and the vested interests of powerful nations in developing such technologies 
given their potential military value.51  However, states party to Additional Protocol 1 the 
Geneva Conventions (1949) are under obligation, through Article 36, to ensure that new 
weapons systems do not breach the provisions of the Protocol.  ‘In the study, development, 
acquisition or adoption of a new weapon, means or method of warfare’, states must take steps 
‘…to limit superfluous injury or unnecessary suffering’.52  53  Consequently, the UK and most 
other western democracies already review the development of all new weapons to ensure 
that they do not breach the Conventions.54   As is so often the case with weapons though, 
it is how they are used, not their de facto existence which gives rise to concern.

One of the biggest potential barriers to the lawful use of lethal robotic systems is their 
current inability to comply with the core principles of jus in bello that underpin the
Laws of Armed Conflict.  The principles are: proportionality, distinction, military necessity, 
and humanity.  

Proportionality 

The principle of proportionality imposes a duty not to proceed with an attack which 
may ‘…cause incidental loss of civilian life, injury to civilians, damage to civilian objects, 
or a combination thereof, which would be excessive in relation to the concrete and direct 
military advantage anticipated.’55 Compliance with the Protocol clearly requires a 
number of value judgements to be made (e.g. is the expected loss of life excessive?  
What is the military value of the target?  Are there alternative targets, which might 
produce the same military outcome? etc).  These value-based problems are extremely 
difficult to solve using algorithms alone.56  However, by seeking to codify such
values for use in robotic weapon systems, programmers and lawyers together may 
evolve a set of objective criteria, which more accurately follows the provisions of 
international law than is currently the case and which may even be more restrictive.  
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However, the current Protocol may prove inadequate for regulating lethal robotic 
systems and a less subjective legal framework may be required.57  1977 (when the 
current Protocol was signed) was, coincidentally, the same year that the first home 
computers were introduced, and despite exponential developments in computing 
which have changed the conduct of war, the Protocol has not been revised. 

Distinction

The Protocol58  also provides for the protection of civilians and civilian objects and, as with
proportionality, the challenges of designing robotic systems capable of discriminating 
between combatants and non-combatants is immense, but arguably, not impossible.59

Some commentators make the mistake of assuming that because the current 
generation of robots cannot discriminate between combatants and non-combatants, 
that they will never be able to do so.60  Surely though, it is morally wrong to dismiss the
potential behavioural improvements that robotic systems could deliver?  In combat,
human soldiers have to make split-second decisions about whether someone is a 
combatant or not, something which is made doubly difficult when dealing with 
insurgents and irregular forces who do not wear uniforms.  Ultimately, soldiers have the
right to protect themselves and may elect to shoot first when in doubt.  For example, 
a guard might reasonably shoot an approaching person who fails to stop when 
challenged, provided the guard has reason to believe the person is a suicide bomber 
concealing explosives and presenting an imminent and direct threat to life.61  In the 
heat of battle, a soldier’s self-preservation instinct may pre-dispose him to ‘shoot-first, 
ask questions later’ if delaying an engagement by a fraction of a second could mean 
the difference between his life or death.  In the ‘fog and friction of war’, some incorrect 
decisions by human soldiers are thus inevitable.62  Robotic systems however, do not 
face the same dilemma and can take more considered decisions even if, on occasions, 
this results in their destruction.  Most people would agree that the occasional sacrifice of 
a robotic system is preferable to the death of an innocent civilian.  Furthermore, robots
have the potential to work in teams with human soldiers, and can be used to 
determine the intent of unknown actors before situations reach the critical point at 
which a defensive response is triggered.  Finally, even if a robotic weapon system 
were unable to distinguish between combatants and non-combatants, there would 
still be circumstances under which it could be lawfully used.  ‘Not all battlespaces 
contain civilians or civilian objects.  When they do not, a system devoid of an ability to 
distinguish protected persons and objects from lawful military targets can be used without 
endangering the former.  Typical examples would include the employment of such systems 
for an attack on a tank formation in a remote area of the desert or on warships in areas of 
the high seas far from maritime navigation routes’.63

Military Necessity & Humanity

The principle of ‘military necessity’ provides for the legal use of force to achieve the 
legitimate purpose of a conflict with the minimum expenditure of life and resources.64  
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This is also linked to the principle of ‘humanity’, which directs the avoidance of 
superfluous injury or unnecessary suffering and the protection of those rendered hors 
de combat such as the wounded or sick.65  With human soldiers and, arguably even 
more so for robotic systems, it is often difficult to determine if an adversary is hors 
de combat.  There is no hard and fast test and, as history shows us, some soldiers, 
though badly injured, carry on fighting66  whereas others with lesser wounds cease 
fighting.  This presents a difficult decision as to whether an injured combatant 
should be engaged or spared.  The answer may lie in technology that both identifies 
weapons and allows robotic systems to take a ‘clean-shot’ at the weapon rather than 
at the person holding it.  In future, robotic systems equipped with suitable sensors 
and having access to weapon databases could feasibly resolve this problem more 
effectively than their human counterparts.  The idea is not new and provides a 
possible solution to the challenges of the Protocol.67  68     

Lack of Accountability

In international humanitarian law, a longstanding interpretation of the jus in bello
principle includes the idea that someone can always be held responsible for deaths that 
occur during war.  Some lawyers and others (such as philosopher Dr Robert Sparrow) 
contend that if autonomous systems commit war crimes, no single person or moral 
agent can be held responsible and therefore, the deployment of such systems would 
be unethical.69  In considering where responsibility might lie, a number of options are 
apparent.  Responsibility could lie with the robot itself (if it were considered a moral
agent) but currently, no robots are even close to attaining the sort of Kantian moral 
agency that would warrant their being considered as wholly responsible for their actions 
- although some ethicists have argued that, in time, robots will become moral agents.70   
The very term used by Christof Heyns’ report (lethal autonomous robots) is problematic. 
There is no doubt that machines can deliver lethal force, but in this context autonomy is a 
relative term.  People programme machines and choose how much autonomy to give
them.71  Therefore, the programmer or designer of the robot could plausibly be held
to account for the robot’s actions if illegal actions were the result of malfunctioning
software or poorly tested algorithms.  That said, it seems unlikely that states acquiring
and using such systems could be absolved of all responsibility for validating claims 
about the system’s performance.  However, given that most programmers work in teams 
(and that they do so under the auspices of a commercial enterprise), it may be more 
appropriate to consider such responsibility as a vicarious liability (a principle already 
extant in law72 ).  Governments (rather than individuals) have also been held responsible
for ‘rogue’ weapons systems.73  However, in common with many other weapon systems,
it is often the way in which the weapon is used that determines whether or not it 
complies with the laws of armed conflict.  The decision to deploy a robotic system for a 
particular mission rests with the military commander and ultimately, therefore, he must 
share at least some of the accountability for the actions of the robot.  It is a weapon 
system like any other and the commander deploying it must be aware of its limitations, 
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capabilities, and vulnerabilities and use it accordingly.  It has been argued that the 
commander may not have sufficient technical knowledge to make an informed decision 
about the reliability of the robot, or may not understand the processes by which the robot 
makes critical decisions, and thus should not be held responsible.  However, examples 
abound of where commanders do not possess specialist knowledge but instead rely 
on advisors (for example, on operations, senior UK military commanders are provided 
with specialist legal advisors74 ) and therefore, if provided with the appropriate specialist 
advice, there is no reason why the commander should not be held responsible.75 
Prof. Ronald Arkin has hinted at such an arrangement.76 

The Moral Argument

There is a fundamental moral argument that, no matter how compliant a robotic system
is with the various human rights legislation and laws of armed conflict, the sanctity of
life is such that robots should never be allowed to take human life.  By definition, they
lack humanity, understanding and compassion, and it is argued that their use in conflict 
would further dehumanize the grisly business of warfare.  As Peter Asaro puts it: ‘As a 
matter of the preservation of human morality, dignity, justice, and law we cannot accept 
an automated system making the decision to take a human life…When it comes to killing, 
each instance is deserving of human attention and consideration in light of the moral weight 
inherent in the active taking of a human life.’ 77  This moral repugnance for lethal robots may 
be a product of our own self-image as the unassailable prime species and, whilst it is 
understandable, it is a philosophical point over which there is considerable debate.
On the one hand, if robotic systems were so advanced as to possess moral agency,
then there is no reason why their decisions should be any less valid (or less moral) 
than those of a human soldier.  Conversely, if they do not possess moral agency, and 
their actions are devoid of mens rea,78  it is their human facilitators who must remain 
fully accountable for the way in which they are used (in just the same way as any other 
weapon system).

Loss of Warrior Ethos

With the advent of remotely operated systems (and, by extension, robotic systems) has 
come a renewed concern over the loss of warrior ethos and the implications this has for 
humanity in conflict.  Combat in which one party is not risking their life is seen in many 
cultures as cowardly or lacking in gallantry and, throughout history, there are examples 
of new weapon systems being introduced, which were deemed unfair, or underhand but 
which subsequently gained acceptance in warfare (e.g. longbows, artillery, submarines, 
and aeroplanes).  However, modern war is not like a medieval pageant where chivalrous 
behaviour defines the contest.79  It is a bloody, and visceral experience and has been 
characterized thus, “…remember that no bastard ever won a war by dying for his country. 
He won it by making the other poor, dumb bastard die for his country” 80  Indeed, the principle 
of avoiding direct engagement with an adversary’s strength is ages old: ‘…in war, the way is 
to avoid what is strong and strike at what is weak’. 81 
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The warrior ethos is redefined with each generation and while notions of honour, loyalty, 
integrity, self-sacrifice and courage are still valued and present in modern war fighters, 
the opportunities to demonstrate them on the battlefield are no longer available to every 
combatant.  Arguably all protagonists who fire long-range or stand-off weapons could 
be accused of using distance to reduce their exposure to the enemy:  this can include 
artillerymen, submariners and aircrew.  Even those who emplace remotely operated 
improvised explosive devices understand and use the relative safety of distancing 
themselves from the enemy and eschewing close-quarter combat.  

Playstation Mentality

‘Playstation’ mentality has been conjectured as an effect whereby ‘…the geographical 
and psychological distance between the drone operator and the target lowers the threshold 
in regard to launching an attack and makes it more likely that weapons will be launched.  
Operators, rather than seeing human beings, perceive mere blips on a screen.82  There is
something profoundly distasteful about the thought that taking human life could be 
compared to computer gaming and, if it were true, it would indeed be cause for concern.83

However, the decision to launch a weapon is not a personal choice but a calculated 
decision based on strict Rules of Engagement, which are formulated in such a way as to 
take full account of the Laws of Armed Conflict.  Unfortunately, in common with nearly 
every other combat situation, examples can be found when rules have been broken (for 
example, the attack by a Kiowa helicopter, cued by USAF Predator operators, in February 
2010 that killed 23 Afghan civilians).84  The Predator operators were subsequently 
disciplined for their “inaccurate and unprofessional” reporting in what may have been 
another case of scenario fulfilment.85  Clearly, the way in which remotely piloted systems 
are operated does bear some resemblance to the interfaces used for playing console 
games.  Indeed, Predator operators themselves sometimes draw such comparisons, but 
this does not mean that they approach their business with a gaming mentality.86  Such an
interpretation of their comments is wilfully mischievous.  In an interview with Spiegel 
International, P W Singer87  also dismisses the idea as nonsense:  ‘In the beginning we feared
that drones may make the operators not really care about what they’re doing.  But the opposite 
has turned out to be true.  They may almost care too much… Traditional bomber pilots 
don’t see their targets.  A remote operator sees the target up close; he sees what happens to it 
during the explosion and the aftermath.  You’re further away physically but you see more.’ 88  
Furthermore, ‘drone’ operators frequently observe their target area for protracted periods 
to the extent of recognizing individuals, seeing their families, and understanding the local 
pattern of life.  Talking about a ‘Playstation’ mentality may be good for sound-bites, but it is 
little more than propaganda.  

Lowering the Conflict Threshold

The justifications for using lethal force are summarized by Jus ad bellum criteria,89 which 
limit the lawful use of force to situations of last resort.  Regardless of the advent of 
remotely operated and robotic systems, the use of force remains an option of last resort, 
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the judgement of which rests (in a democracy such as the UK) with elected leaders and 
not the military.  However, more pragmatic considerations have also restrained potential 
belligerents: national leaders know that armed conflict generally has a heavy cost in
terms of life and treasure and may find the consequent political fall-out of conflict 
unpalatable.  Remotely operated or robotic systems mitigate the direct risk90 and might 
thus remove one of the perceived costs of resorting to armed conflict.  This raises a 
serious question:  ‘Is the very possession of the technology leading to decisions to kill in 
situations where, without it, a non-lethal approach would be taken?’ 91  If we acknowledge 
that such systems may affect the political decision-making calculus for entering 
conflict, notwithstanding the provisions of the UN Charter, then it is ‘important that the 
correct policy measures are put in place to avoid this eventuality’. 92  However, this may be 
an over-simplistic view, as Alexander Leveringhaus points out: ‘…technology in and of 
itself may enhance military capacities of states.  But it is not the only element which decides 
whether states go to war’. 93  Ultimately, the decision to resort to force may also depend 
on the likelihood of retaliation, but where there is an absence of any realistic adversary 
counter-attack capability, it must be acknowledged that remotely operated and robotic 
systems do offer the possibility of lowering the conflict threshold.  The availability of such 
technology to non-state actors and the possibility of using it anonymously is also likely to 
lower the conflict threshold.  

Accuracy

With respect to remotely operated systems, campaigners often cite a lack of accuracy 
as a concern, linking it to unnecessary civilian casualties.  While many have tried to use 
the same argument to prevent the development and deployment of robotic or highly 
automated systems, the underlying premise is fundamentally flawed.  Remotely operated 
and robotic systems are not inherently inaccurate.  In common with manned systems,
their accuracy is derived from the quality of their onboard sensors, aiming systems, 
stability, and associated weapons.  For example, a Hellfire (AGM-114) missile is no less 
accurate when fired from a Reaper (remotely piloted aircraft) than it is when fired from 
an Apache AH-64 (manned) attack helicopter.  Arguably, automated or robotic systems 
may even be more stable during firing due to the removal of imprecise or sudden piloting 
movements, and might therefore result in better accuracy.  Weapons released from 
remotely-operated systems have undoubtedly caused civilian casualties, but this is often 
due to poor availability of weapons with small, limited-blast warheads, or a result of Rules
of Engagement (and considerations of military necessity) which result in collateral
damage94  being deemed acceptable under the circumstances.  This is a value judgement, 
which is no easier to make whether the system is manned or unmanned, robotic or 
human.  The improved persistence of remotely operated systems (and, in future, robotic 
systems) and the fact that operators are not in direct danger may afford more time 
and better support for careful target selection.  The result would be greater tactical 
patience95  than would be possible with a manned platform which may have just fleeting 
opportunities to attack due to lower endurance and greater risk to the operator if loitering.
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In short, given the right level of investment in sensors and aiming systems, proper design,
supporting personnel and the availability of suitable weapons, there is every reason to 
believe that robotic and highly-automated systems will offer greater accuracy than is 
currently the case.96  

Irrational Concerns versus Logical Argument
In short, none of the objections raised provide compelling reasons to abandon or forego the 
development and eventual use of robotic military systems.  Indeed, there seems to be much to 
commend the responsible development of such systems particularly where their performance 
exceeds human performance: their use may even improve the lot of non-combatants in 
conflict and reduce violations of international humanitarian law by combatants.  At very least, 
we should not allow emotive arguments to set the narrative.

Conclusions
Whether we like it or not, highly-automated robotic systems offer militaries many advantages 
and will inevitably play a major role in future conflicts: they will potentially spark a revolution 
in military affairs capable of changing forever the face of conflict and the dynamics of military 
power.  An historic revolution in military affairs is at hand97  and those who fail to keep pace are 
likely to pay a heavy price.

Failure to remain fully engaged with the development of robotic systems would amount to 
an abdication of responsibility, in commercial, military and ethical terms.  Such systems will, 
without doubt, be increasingly employed in both the civilian and military sectors and may well 
represent an area of future growth to rival the personal computing or mobile communications 
booms.  Developed nations cannot afford to be left behind.  From a military perspective, 
sitting on the fence while others develop such systems may appear an attractive or even 
financially prudent option, but such a decision needs to be taken consciously, acknowledging 
that our ability to influence the ethical and legal constraints on system design or even the 
logic processes of systems we may wish to buy ‘off-the-shelf’ at a later date, would be severely 
limited.  Even amongst allies, there are subtle variations in ethical and legal interpretations, 
which have the potential to drive robotic system development down completely different 
routes.  Furthermore, there should be no doubt, that at some point in the future, there will be 
a need to counter such systems when they are deployed by adversaries.  Arguably, it is even 
possible (but unlikely) that state-sponsored acts of terrorism could use robotic systems as a 
means of avoiding attribution.
	
European Governments in particular98  could face moral and legal challenges if they knowingly, 
and without good cause, imperil the lives of their servicemen and women on operations when 
effective robotic alternatives exist.  Arguably, sending human operators to carry out highly 
dangerous tasks (which could be performed by a robotic system) unnecessarily jeopardizes 
the operators’ lives and may contravene his or her ‘right to life’ as outlined in European Human 
Rights legislation.  The vanguard of such moral and legal challenges is likely to come sooner 
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rather than later, particularly in specialist areas such as contamination control and bomb 
disposal - in both military and civilian operations. 

As with remotely piloted systems, there is a real danger that any failure to engage in the 
debate allows others to set the narrative.  This has the clear potential to result in constraints
on future use of robotic systems based on fear and prejudice rather than fact.  There is also 
a need for consistency in the use of terminology.  Unless we really mean ‘autonomous’ (as 
per the English language definition), then we should avoid using the term.  If we really mean 
‘intelligent systems’ or ‘highly-automated systems’, then we should say so.

Existing international protocols were largely designed and written prior to the
computing revolution and now appear inadequate in the face of emerging technologies. 
Governments should consider whether they have an international role to play in leading the 
development of new protocols or, at very least, being actively involved in the debate. 

Robotic systems by design are neither inherently disproportionate nor inherently
indiscriminate and there is no legal case for banning them.  In common with almost every 
other weapon system, it is how they are used that dictates whether or not their use is legal.  
Therefore, acknowledging that such systems do possess some novel capabilities, it seems
imperative that appropriate additional regulation on how they are used should be considered 
as a matter of urgency, with like-minded states initiating consultations with a view to 
developing a critical mass of reasoned opinion.  Given the evolutionary nature of robotic 
systems, it may be difficult to define the point at which new regulation becomes obviously 
necessary.  Therefore such regulations need to be in place before they are demonstrably required.

Remotely-operated or robotic systems may lower the threshold at which political leaders 
consider using force.  Notwithstanding the underlying jus ad bellum imperative that force 
should only be as a last resort, it may be wise to consider what additional checks and balances 
could be created to safeguard against such temptations.

At a practical level, semi-autonomous systems already exist and are in service.  The boundary 
between ‘fully autonomous’ systems and those that are highly automated or intelligent 
multi-agent systems is becoming increasingly difficult to determine with certainty and 
there is no clear delineation either in practice or in law.  However, within the next decade, 
commanders will increasingly face situations where they have to decide on the deployment 
of such systems: at present, they must do so without the benefit of specialist advice.  A study 
should be commissioned now, to determine how this specialist advice would be provided to 
commanders in the future.
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