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nformation Warfare is in vogue with militaries in the West. We are, according to the debate, in the midst of a Revolution in

Military Affairs (RMA) that sees the Information Age as a Third Wave paradigm shift.” Whilst much has been written in the

US in an ever increasing deluge, bordering on paranoia, little has emerged from the UK. Notwithstanding the existence of

an RMA or, as many believe, a Military Technical Revolution,? the issues revolve around how information is treated, its place

in operations, its accuracy, expediency and distribution. Much comment has concentrated on the technology itself when,
in fact, this is only part of the story. Technology, like any other tool, is useless without the skilled handling by the individual and
the organization — a third element is missing.

Abundant and widespread information networks have been driven by systems people without a clear requirement from the
operators. It is no surprise therefore that vulnerabilities are rapidly growing, given the lead of technology over business need.
This trend must be reversed through the development of doctrine, management and organizational change. In an era of
increasingly limited warfare when intolerance of casualties and collateral damage is at an all time high, the time would seem to
be right for suggestions for alternative methods of warfighting to be heard by the highest political levels.

It is therefore the intention of this study to offer a British perspective and attempt to shed some light on the way ahead for the
UK. By establishing what IW is, why is it becoming so important to defend against it and how it could be adopted as an
offensive capability, it is hoped to be able take the debate further. Though this essay will concentrate on the military-strategic
level, the reader should recognize that the civilian and military aspects are closely related and in some instances, inseparable.
Despite the fact that liberal governments are increasingly sensitive to the use of the word “Warfare’ in this subject, | will continue
to use the term IW rather than Information Operations — the reader could well treat them as synonymous. | believe IW reflects
more of the military aspects of the subject — to examine the whole of Information Operations would demand analysis of
government, corporate and societal activity and would be too wide a scope. This paper proposes that although the Technology
and Infrastructure elements of IW are in place, the final, crucial element, Organization & Doctrine, must germinate before IW can
be a viable option in contemporary conflict.



The power of computers in general, and of IW in particular is not well understood by the public or most military or national
leaders.® It is often useful, therefore, to start an analysis with an attempt at defining the key aspects of the argument. As with
many topics, definitions are very much in the eye of the beholder; they vary, sometimes, towards the opposite extremes. In
desperation, authoritative sources are quoted; these typically include dictionaries or endorsed papers. IW is no exception and is
probably one of the more difficult definitions to capture. Many variations of the definition of IW exist and much time has been
spent searching for agreement. Pinning down a concept through definition is predominant in the military. Doctrine manuals are
becoming widespread and lead off in a mantra that students are expected to learn, parrot fashion, in order to progress and gain
understanding. A definition shared by both NATO and the UK, IW is quoted in US Joint Doctrine for Info Operations, JP3.13, as
being:

Information Operations conducted during time of crisis or conflict to achieve or promote specific objectives over a specific
adversary or adversaries,

having previously defined Information Operations as:

actions taken to affect adversary information and information systems, while defending one’s own information and
information systems.

A variation from US Air Force Doctrine expands further:

Information Operations (I0) — Those actions taken to gain, exploit, defend, or attack information and information systems
and include both information-in-warfare (linW) and information warfare (IW) and are conducted throughout all phases of an
operation and across the range of military operations.*

Specific UK definitions, whilst agreed between the MOD and the Cabinet Office, have not yet MUI’ O’OCh was accused
beer) published. British Defence Doptrine, innt Warfare Publication 0-01, currently beingl of a/ter/'ng the content of
rewritten by the recently formed Joint Doctrine and Concepts Centre, makes only a passing N C f ¢
reference to W, stating that ‘the objective should be to achieve information dominance over GWS o :O \(8/’7 ures 1o
the opponent’.® These definitions imply that Information Operations are conducted all the time avoid offeno’/ng the
Prevent Parmer Golins from puitehing Chis Patien's bock. hemiy crioa of the Gninese, a2 1nese government and
I uplisni ] , Vily critl | , . \
denial of information that would fall under Information Operations? Murdoch was accused of th us IO f Ot@ClL hi S b usiness
interests in China
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altering the content of News Corp ventures to avoid offending the Chinese government and thus protect his business m
interests in China.®

Rathmell suggests that IW can be broken into three classes: Category I-new techniques applied to traditional activities;
Category ll-old techniques applied to new activities and Category lll-new techniques applied to new activities — this last
category being the most demanding.” Schwartau defines IW, using a similar trinity of classes, under the headings Personal,
Corporate and Global,® each an incremental increase on the previous with effects only varying by degrees of scale. In contrast,
Arquilla and Ronfeldt, offer a distinction between what they call “Netwar”, a societal-level, ideational conflict waged in part
through internetted modes of communication and “Cyberwar” at the military level. Cyberwar may be to the twenty-first century
what blitzkrieg was to the twentieth. Whereas Cyberwar refers to knowledge-related conflict at the military level, Netwar applies
to societal struggles most often associated with low intensity conflict by non-state actors, such as terrorists, drug cartels, or
black market proliferators of weapons of mass destruction.®

Whilst definitions are a useful area for the protagonists and specialists to debate, there is a danger of spending too much time
over nomenclature when more effort placed in evangelism and understanding the issue, its consequences and possible

. solutions would reap greater benefit. The new concept, struggling to emerge, is the
The new CO/?CG,OT, Str UQQ//”Q to use or targeting of information itself, as a battle winning opportunity, or threat,

ermerge, IS the use or tar get/ng depending on your perspective. Arquilla and Ronfeldt, moving on from their earlier

of information /'ILSG/f, as g battle theses of Cykc)jgrwalr and Netwe}g.ﬁ.ropobse thag E[r%fordme}[’.[ion hai| k%egtgn to (a)clzquire new
f : meanings and imply new possibilities, beyond the dictionary definitions. Closer

winning 'O,O,OOI'ZLUHI ty1 or thr ea;‘, examination, they suggest, reveals two widespread definitions of information, first as

depending on your perspective  a message and second in terms of a medium. A third more esoteric definition

proposes information to be a physical entity, similar to mass and energy. The first

proposal is the one that sits most comfortably with the majority of stakeholders. It suggests that information lies in a pyramidal
hierarchy that has a broad base of disorganized raw ‘data’ and ‘facts’, atop which sits a layer of organized ‘information’. The
next, smaller stratum relates to a refinement into ‘knowledge’ and finally, at the peak resides the ultimate ‘wisdom’
(understanding).™

f IW iss Information Operations focused in time, space and context - - - 116 GOVer nment has an Ob/lgat/On to
then a clearer understanding emerges. IW is not the bailiwick of ensure the rovision of critical services and
the military alone - the recent Strategic Defence Review recognised the fUﬂCﬁOﬂ/ﬂQ Of governmem‘ /tSG/f O’Ul’lhg

that “The threat to information infrastructures is not just a defence : o . e :
issue’.”" A later essay states that under Military Task 26: Military times of crisis and conflict. This is achieved

Home Defence, the Government has an obligation to ensure the  Of Imar //y by the pr OZLGCZL/'OI'? of critical
installations and information systems
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provision of critical services and the functioning of government itself during times of crisis and conflict. This is achieved primarily
by the protection of critical installations and information systems.™ It is unfortunate that the essay goes no further as such a
statement covers a whole range of possible responsibilities. The first task must therefore be to establish how vulnerable the
military and the Ciritical National Infrastructure (CNI) really are, in the same way that the US President's Commission on Critical
Infrastructure Protection was formed under the Department of Justice to review the US National Information Infrastructure.

An information system could be a telephone network, a predominantly civilian infrastructure that has high value to both military
and civilian alike. It is estimated that over 95 per cent of all US military traffic passes over the civilian telephone system — a
similar reliance exists in the UK. The CNI is as vital to the military as it is to the population it serves. Indeed, with a continuing
drive to shed military roles to ‘private partners’, this reliance on the CNI is set to increase. The UK Government, after a slow
start, is waking up to the implications of IW, acknowledging that ‘our dependence on information technology is such that it
takes no genius to appreciate that not only enormous benefits but also massive new potential vulnerabilities have thereby been
introduced’.’™ Emerging UK policy aims to enable ‘both the
public and private sectors to operate in an environment
which has been shaped in such a way that would-be
attackers are deterred and international commerce
continues to be attracted to operating with the UK’.™

It is also useful to look at what IW isn’t — Information in
warfare (linW).

Information-in-war involves the Air Force's extensive
capabilities to provide global awareness throughout the
range of military operations based on integrated

.were an aadversary to deny access to or
eprO/tat/on of the GPS network, then
navigational and weapon strike accuracy
might be degraded, but not to the point
where offensive operations couldn’t be
continued




intelligence, surveillance, and reconnaissance (ISR) assets; its information collection and dissemination activities; and
its global navigation and positioning; weather; and communications capabilities.™

For example, were an adversary to deny access to or exploitation of the GPS network, then navigational and weapon strike
accuracy might be degraded, but not to the point where offensive operations couldn’t be continued.

Many observers state that IW is nothing new, that it has been going on for centuries. Well, perhaps this is true but perhaps
there is a degree of confusion with what is more accurately labelled linW. It is a truism to say that information, data, intelligence,
call it what you will, is a fundamental ingredient of any major activity. ‘Know your enemy...” and other aphoristic cuttings from
Sun Tzu are useful educational tools but fail to really shed any light on IW. It has always been the aim of a military operation to
deny the opposing commander the ability to command and control his forces. Called (unsurprisingly) Command and Control
Warfare (C2W), this strand of warfare is not a thing in its own right but a means to an end. If you are able to successfully win
the ‘C2W battle’ the war is not over — you still have to defeat the fielded forces and, more often than not, induce a territorial
shift by physically discharging the ‘unlawful’ occupants of a disputed region or area. C2W or in its latest guise, IW, can never
replace conventional warfare, however limited that becomes. As Brigadier General Marshall wrote:

Once the total contest between societies is predicated, it becomes impossible to write off the ultimate clash between the
masses of men who fight on foot. They are the body of national defence...There is no other way out. The society which

looks for an easier way is
building its hopes on sand.™

The Gulf War has been heralded by
many observers as the first
Information War.” Military firepower
was overwhelming on the US order
of battle alone, never mind the
addition of the coalition assets.
Indeed, the coalition and the US in
particular, employed and relied
upon the latest technology which,
coupled with an organizational and
training advantage, gave a clear
edge over the Iragi forces. Caution
was ever present during the
planning and build up to the

The Gulf War has y
been heralded by
many observers as
the first Information
War. Military
firepower was |
overwhelming on 9.
the US order of TJd
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m coalition offensive. With the ghost of Vietnam in the forefront of all thinking, numbers were increased on more than one
occasion to ensure that, when battle was drawn, the allies would have the upper hand. But this, | suggest, was the one

and only showing of the classical ‘Cold-War Machine’ and was Information in Warfare taken to its most developed form.
Information was essential to the conduct of operations but those operations were conventional counter-force, not counter-
information. Although a distinct and developed psychological operations campaign was successfully executed, critical to the
subsequent land phase of the conflict, little opportunity either existed, was recognized or was sanctioned for the coalition to
strike at the information heart of the Iraqgis. Moreover, the conditions for the Gulf War, like so many others, were unique. As a
third-class Soviet clone, Irag was a perfect enemy that particularly suited the US led

manoeuvre warfare;™ it was a unique and distinct coalition of regional protagonists and - I aq WQS d ,oerf QCIL enemy
the sole effective World super power. The techniques and tactics employed exploited that pal’tlcu/a/’/y suited the
technology wherever possible but were successful largely because of superior US /GO’ manoeuvre Warfare' /t

organization and operational art. However, information failures occurred: as the US . Y
Navy’s communications systems were largely incompatible with those of the predominant was a unique ano’ aistinct
USAF, the Air Tasking Order had to be flown to the ships daily by helicopter. Delays often coalition of r eg/ona/

reduced the planning time available to co-ordinate RAF and US Navy combined protagon/sts and the sole
missions.™ The attritional stance adopted by the Iragis was, from their perspective, the '

way to win the war — US citizens receiving a blow by blow account on CNN would soon effective World super power
capitulate when the body bags began to pile up. Yet, it became clear to any potential

adversary to the US that the asymmetry between conventional forces is likely to be so great that, if conflict arises, an adversary
must look for other ways to inflict pain on the World’s current superpower — IW could be one such way.

...If conflict arises, an adversary must look for other ways to inflict pain on the World's
current superpower — W could be one such way

IW consists of a triumvirate of Technology, Infrastructure and Organization & Doctrine. The technology matures at an incredible
rate, and according to Gordon Moore of Intel, the number of transistors on a chip of a given size doubles every 18 months. This
‘Moore’s law’ means that the amount of computing power available at a given price also doubles every 18 months.* No sooner
has a new discovery or manufacturing technique emerged, a step change follows in the performance/cost ratio. What was
good yesterday is now woefully inadequate as the continual hardware growth has done little to encourage software writers to
develop their skills. So called ‘Bloatware’ gives rise to excessive code that is error-prone, part undocumented and susceptible
to software interference (viruses, etc).?!
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The Internet, a ‘straight research project without a specific application’,? born out of a DoD initiative called ARPANet, has grown
at an equally alarming rate and in doing so, provides an infrastructure that is not only global in nature but also largely
uncontrolled. As the ‘Wild West of cyberspace’,?® no one owns the Internet and rules and standards, despite the efforts of those
who would want to control even a piece of it, are decided upon by the mass of users and a handful of technical specialists.

What is missing or at least is the most poorly developed is the Third Element — organizational change and an underpinning
doctrine. Unfortunately, this Third Element of IW has the longest gestation period. Policy and doctrine take months, sometimes
years to co-ordinate and agree not only between national actors but also between friends and allies. For this reason alone, it is
time to move on to try and close the gap between vulnerability and capability.

With the well established doctrine of overwhelming conventional military force driven primarily by the US but aspired to by the
West, a perpetual state of asymmetry exists between future coalitions (including the US) and global adversaries — with the
exception of China. The only way for a foe to fight back, on equal terms, would appear to be through terrorist and other
exploitable differences. The vulnerabilities, being recognized in a dawn of new understanding, are in Information Technology,

. Information Systems and electronically stored data.
It unaerstanaab /y worries the US Arguably initiated by the Gulf War and the Toffler study War and Anti-War, the

that of all PhD degf ees awarded in - us, not surprisingly, are taking a proactive lead. In an ever-tightening process
Com,ouz‘e/’ Secur/z‘y by US of federal funding, successful programmes have tended to include some

/ o+ aspect or other of IW. It understandably worries the US that of all PhD
Ul’)/VGI’S/ZLleS, 60 per cent went to degrees awarded in computer security by US universities, 60 per cent went

Citizens of Islamic or Hindu countries o eitizens of Islamic or Hindu countries.#

Actual attacks like the Solar Sunrise incident or the DoD sponsored exercise, Eligible Receiver have done much to highlight the
vulnerability that the US faces, both in the military and in civilian spheres. Eligible Receiver caused quite a stir, bordering on
hysteria. Journalists such as James Adams proclaimed that ‘the exercise showed that an electronic Pearl Harbour is not only
possible today, it could be completely successful.’?® However, Adams’ postulations and theories have not always been met with
acceptance. Indeed, many criticised his work, The Next World War, for passing on myths and April Fool's jokes, such as the
Gulf War virus hoax, as fact.?® This highlights a problem faced by the US in that the excitable who write on the subject often go



...an electronic Pearl Harbour is not <&
only possible today, it could be
completely successtul

over the top, inducing an unhelpful paranocia and
thus precipitating a serious risk of misdiagnosis.
Other doomsday scenarios of total failure of the
telephone network, attacks on the New York
Stock Exchange, random crediting and debiting
from automated teller machines and denial of air
traffic control services are commonplace.?” Clearly
a happy medium exists between wild
exaggeration and uneducated dismissal. What is
unsettling for the US in the case of Eligible
Receiver, is that the vulnerabilities exposed by the
exercise were known about with fixes suggested —
only a few units had bothered to implement them.

High Energy Radio Frequency (HERF) weapons
were the subject of a sworn testimony given by

Lt Gen Robert Schweitzer before the House Joint
Economic Committee, US Congress. In his verbal and written submission, Schweitzer made it quite clear that RF weapons
posed a considerable threat to not only military systems, but perhaps more disturbingly, the civilian infrastructure. An attack on
Wall Street’s computers could be executed through knowledge and equipment available from the Internet and from retail outlets
at a cost of a few hundred dollars. Whilst a lot of the scare mongering in the US has the traditional inter-Service battle for
federal funding at the heart, not all should be dismissed lightly. In the UK, British Aerospace takes the threat posed by high-
energy weapons equally seriously. Such devices are so cheap to build, easy to deploy and conceal and difficult to detect as the
source of massive computer failure that they are sure to be high on the list of desirables of any half-competent terrorist
organization.?®

...British Aerospace takes the threat posed by high-energy weapons equally seriously.
Such devices are so cheap to build, easy to deploy and conceal and difficult to detect as
the source of massive computer failure that they are sure to be high on the list of
desirables of any half-competent terrorist organization




In the New World Order that has replaced the bipolar Cold War, risk has a greater emphasis in strategic planning. The pressure
on the public purse to take the so-called peace dividend has proved irresistible — now the only way to make the books balance
s to increase the emphasis on risk. Such ventures into risk management, hitherto alien business speak, have revealed the need
to trust Commercial Off The Shelf (COTS) products to perform critical tasks at critical times. The drawback to huge R&D
savings realized by the abandonment of bespoke software, is the risk of at best, bugs and at worst, Trojans or logic bombs that
lie dormant, waiting for an activation signal or event.? Microsoft Office, used by the vast majority of businesses and militaries
the World over, demonstrates the ease at which Trojans can be incorporated. So-called ‘Easter Eggs’ are software coders ‘bit
of fun’ to demonstrate both coding proficiency and uncontrolled power. By following a series of keystrokes in Microsoft Excel
97, the program executes an audio-visual routine that is completely unrelated to the original purpose of the software — this
popular and much praised spreadsheet program contains a fully functional flight simulator.*® Although lbenign in the case of
Excel, the implications for militaries that depend on COTS software for mission critical tasks are clear.

This dependence on the likes of Microsoft is going to increase and signals a distinct loss of control by the military. Moreover,
that an increasing amount of software is now written in India in a collaborative California/Bangalore 24-hour, non-stop cycle, will
only proffer further opportunity by non-western, culturally diverse software engineers to introduce ‘extras’.®’ Even with control
over your supplier in traditional procurement arrangements like those in place for Eurofighter, the fact that software programs
increasingly run to millions of lines of code means that it is virtually impossible to fully error check a program before it is
introduced to service.*

The risk increases as modern, next generation weapon systems such as Storm Shadow are introduced. A long range, stand-off
missile, Storm Shadow relies on accurate target data and navigation information to successfully home to the target. Without a
man-in-the-loop, it is particularly vulnerable to misinformation and seduction. With a continuing trend to push the man back in
the loop, away from the target area, effort must be placed into defensive and protective measures to ensure that such lone
weapons reach their target.

In what Luttwak called the paradoxical logic of strategy,® each advantage that the West gains from the use of networked
information systems brings a home disadvantage and potential opportunity for the adversary. Greater integration of information
systems has major benefits, but it also introduces new risks and offers new opportunities for an adversary to attack our
information networks, thus degrading the fighting effectiveness of our forces.** The more ‘wired’ a country is, the more
vulnerable it is to this sort of [Cyberwar] attack.®*® The asymmetry arising from considerable conventional force, reliance on
information systems and uncoordinated defence leaves the UK unnecessarily open to alternative means of attack. If nothing
else is done, this threat to the flanks must be addressed.
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The seeo’s were sown for an
irreversible change to the
face of warfare after the US
experience in Vietnam. No
longer would Western society
put up with high losses and
casualties

Offensive Potential

The seeds were sown for an irreversible change to the face of warfare after the US
experience in Vietham. No longer would Western society put up with high losses
and casualties. This was a limited war and limits were expected by the distant
American people. Such was the pressure of public opinion that political leaders got
involved in military planning details of such low magnitude that further damage was
done in this first media war. The principle that ‘for the moment, war is more a
matter of choice than of fait accompli was clearly established — a sea change had
occurred.®

In 1991, The Gulf War became an information war, not as | have suggested earlier
in the way in which it was conducted, but it the way in which it was watched,
analyzed, assessed and influenced by a global population.

More information was flowing over the media networks to a World which watched
the proceedings in near real-time, from the comfort of an armchair, than had every
happened before. Every decision, execution plan and subsequent operation was
analyzed by closet experts, hired by the broadcast and print media and consumed
by an ever-hungry general public. Here the OODA loop was being spun in the
presence of the masses who, on the basis of sound-bites and context-free
clippings, exerted considerable influence on the political decision makers.*” The Al
Basra ‘Highway of Death’, emotively labelled and exposed on prime-time TV, led to
Bush calling a halt to hostilities and quashed any additional thoughts of pursuing
Saddam to Baghdad. As Michael Evans,

Defence Correspondent to The Times said, ‘all "l wars have been
wars have been completely transformed, whether
they be peacekeeping [operations] or high
intensity wars, by the presence of the camera’. whether they be
Indeed, a new form of statesmanship exists ,OG&CG/(GG,O/I’)Q

which depends less on the individual qualities of
our leaders and more on the skill of their spin- [o,oerat/ons] or h/gh

doctors and their ability to manage the intensity wars, by the

completely transformed,

<

perception of the people. This creates a second  DESE/NCE of the camera’



battlefield where the media and the ‘management’
strive to get their message across. The grisly, real
time reporting of the World’s atrocities force the
‘must do something’ reaction that has become so
prevalent in Western foreign policy. The strength of
the images on our television sets can swing
previously resolute governments into taking action
that they would otherwise have avoided. Eighteen
dead Marines in Somalia in 1994 did more to change
US foreign policy than any other single issue — the
vivid and disturbing images of a marine being
dragged through the streets still haunt both civilian
and politician alike.*® Imagine the consequences, had
the BBC been on the ground during the bombing of
Dresden in World War 1. The insatiable public feed
off the images they see, taking without the question
the selected edits presented on the ‘box that never
lies’. Do something about it but don’t send our boys
home in bags.

But the classical point is so often missed — war is
dangerous. It is not a pleasant activity that occurs

between 6 and 9pm for the benefit of the World’s The insatiable public feed off the images
viewers. It is a life and death struggle based on they see takjng without the QUGSU’OH
ideology, religion, hatred and oppression and, as ’ : ‘
such, has few boundaries for those directly involved. the sel eCted e,d/ S preser te.d on the b OX
When people fight for their very existence, they will that never lies’. Do something c’i'bOUlL It
do so to the death. The West doesn't like it. So but don’t send our boys home in bags

when calls to intervene are eventually accepted,

when the pressure to ‘do something’ reaches that critical point, the basis of international law and sovereignty are ignored and a
force goes in to sort it out. But in doing so, it is imperative that only the military targets, as identified, are the subject of attack.
lus in Bello, how force is used in war, is paramount for those who believe they are morally just. Any accidental attacks on the
civilian populace will not be tolerated, nor will damage to their physical surroundings be accepted: a particularly tall order as the



...opposition, present and future, are learning quickly that high value items should be <&
m located near religious artefacts, hospitals and schools. This is a far cry from the accepted

attitudes of the total war era — in 1917 Churchill wrote: ‘Any injury which comes to the

civil population from the process of attack must be regarded as incidental and inevitable’

opposition, present and future, are learning quickly that high value items should be located near religious artefacts, hospitals
and schools. This is a far cry from the accepted attitudes of the total war era — in 1917 Churchill wrote: ‘Any injury which comes
to the civil population from the process of attack must be regarded as incidental and inevitable. '

Minimising collateral damage has also been a high priority but is now a prime concern within western militaries for different
reasons.” The low tolerance of collateral damage accepted by politicians is based on the reaction of the population to what is
seen through the global media. International law rightly demands that non-combatants are excluded and protected as much as
possible from the effects of military operations. Collateral damage, from a purist military perspective, is undesirable because of
the waste of valuable resources and the resultant need to repeat an attack or operation. If your weapons miss the objective and
hit a civilian object, by implication, the military target will need to be attacked again — an inefficient use of resources and an
unnecessary risk to those personnel who must repeat the mission. So for more than one reason, there is tremendous pressure
to not only hit the correct military target, but also to avoid, at considerable effort, the risk of accidentally striking civilian objects.
Add to this memories rekindled of Vietnam and of continual ‘hindsight-analysis’, generally out of context, of actions that took
place in the Second and First World Wars and you have a robust and enduring intolerance of casualties and collateral damage.
That said, there is a fair amount of moral fatigue to contend with — so often is the population exposed to disturbing images that
perhaps it is becoming blasé and more willing to accept the devaluation of life as a sign of the times.* Luttwak’s logic appears
once more: the military’s desire to show clinical, precision strikes on TV is based on a need to demonstrate that the rules of war
are being rigidly applied. Unfortunately, this gives the inexperienced viewer the impression that every attack will ‘go down the air
conditioning shaft’ — when weapons go awry, the impact is that much more significant and the intolerance escalates. The
military is then further constrained with the weapons it may employ to achieve the aim.

The temptation to use IW techniques will be more and more compelling as the global tolerance of collateral damage continues
to reduce. The desire for zero casualties will continue to drive research into Non-lethal Weapons (NLW) that ‘disable and contain
rather than kill and pose minimum long term harm, either to combatants or to the environment’.* IW is a logical corollary to this
trend, assuming that W techniques, totally or in part, can be considered non-lethal use of force. The default, “fail-safe” position
would seem to be to treat information operations as if they were in fact a use of force.* As Barnett continues, ‘if the case can
be made and sustained that particular forms of information operations do not constitute uses of force, they could be very
valuable assets for national security. The debates over IW, Category Il in particular, being a non-lethal use of force, if a force at
all, have yet to be entered in earnest, given the relatively recent acceptance that W must be taken seriously. Article 42 of the
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UN Charter is concerned with the use of force whereas Article 41 deals with measures not involving the use of force (ie
sanctions).*® Which Article to apply to an IW attack would clearly be an area for significant further work. Indeed, William Church
advocates that the next logical step is a comprehensive review of IO weapons and tactics that places them in context of
Protocol 1 to the Geneva Convention.”” However, it may be that the reactionary nature of International Law means that nothing
will be done until a serious attack has taken place:

Chief Justice Oliver Wendell Holmes once wrote, “The life of the law has not been logic; it has been experience.” It seldom
happens that a legislature foresees a problem before it arises and puts into place a legislative solution before it is needed.
More typically, legislators react to a problem that has already manifested itself. The international legal system operates in
the same manner.*®

There is also a battlefield shift in what are commonly called Peace Support Operations (PSO) or Military operations other than
War (MOOTW), military activities below the threshold of conventional war. No longer are battles conducted away from the
population in defined arenas that are largely free of non-combatants. Warfare, limited though it is, is increasingly conducted in
urban environments. Not only is this highly dangerous to the attacking, ‘peace-enforcing’ force, it is completely unsuitable for
the weapon systems that make up a traditional fighting unit. Heavy armour, unguided bombs and missiles can not be effectively
employed in urban areas without causing considerable collateral damage. Thus the considerable emphasis placed on urban
warfare in the twenty-first century, highlighted by the US Marine Corps’ Sea Dragon programme to develop new forms of
expeditionary warfare.*

: If interpretations of International Law shape and influence conventional operations, it can be seen that
The m oSt b enign attacks of tactical targets with tactical platforms can have strategic and grand strategic impact,

act, In total war dependent on the conditions at the time. Thus we are in an era of perception management where the
context, can targeting process is refocused on achieving strategic effect. The most benign act, in total war context,
resolve or induce can resolve or induce a perception that achieves the strategic aims. Perception management therefore

. offers greater opportunity for alternative applications of force and opens the door for NLW and W
d ,oer CG,OT/OI’) that options. However, in considering the use of IW techniques, it is vital to consider the likely response of
ach/eves the your adversary. The use of conventional explosive force tends to send a relatively clear message. In the
Sz‘rateg/'c aims height of crisis management, the induced failure or recognised interference with adversary information
systems may have an unpredictable effect on his next move:

The use of information warfare means against Russia or its armed forces will categorically not be considered a non-military
phase of a conflict, whether there were casualties or not....considering the possible catastrophic consequences of the use



W can cause flawed images of each
side’s intentions and capabilities to be
conveyed to the other, with potentially
disastrous results

of strategic information warfare means by an enemy, whether on
economic or state command and control systems, or on the combat
potential of the armed forces....Russia retains the right to use
nuclear weapons first against the means and forces of information
warfare, and then against the aggressor state itself.*

W can cause flawed images of each side’s intentions and
capabilities to be conveyed to the other, with potentially disastrous
results.®’

In the coercive operations that typify PSO or MOOTW, the strategic
objective is to send a clear and unequivocal message to the
adversary. Either the state in question meets the demands of the
International Community, generally espoused in the form of a UN
resolution, or it will continue to suffer the effects of action, increased
in intensity to a point when it has no choice but to accept. This is an
important change from Strategic Attack to Strategic Effect. In
considering the use of IW techniques, it must be certain that
Strategic Effect can be induced. Will the source of the IW attack be
obvious to the opponent or will the activity be open to hijack by a
third actor? What assurances are there that the planned activity will
achieve the desired result? Given the shortfalls and extras that
already bug COTS software, what assurances are there, if any, that

the particular mixture of hardware and software employed by the adversary will respond in the expected way to the IW damage
mechanism employed? Most importantly, how, when considering Battle Damage Assessment, ‘essential to provide credible and
comprehensive analysis to determine the effectiveness of attacks’, will the induced effects be identified?* It is hard enough to
get an assessment of the damage inflicted with conventional weapons, even with the considerable intelligence collection assets
available to the UK. It is therefore likely to be extremely challenging for the British military culture, infatuated with tangible
statistics, to measure the strategic effects and consequences of IW.

Precision engagement will be just as important with W attacks as it is with traditional methods. Just as sanctions are hard to
focus, IW campaigns could be difficult to precisely control. Above all in considering the potential for the offensive use of IW, is
your adversary’s susceptibility. Time after time, conflict after conflict, Western governments and their militaries consider the likely
enemy courses of action based on the assumptions and culture inherent in our Western Way of Warfare.*® The UK, more so the
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Unless an adversary depends on interconnected information systems, there is little
point attempting to deny or destroy them m

US, depends on the creature comforts of capitalism to such a degree that if they were to be interfered with, the results would
be significant. Unless an adversary depends on interconnected information systems, there is little point attempting to deny or
destroy them.

THE THIRD ELEMENT

There is an unfortunate track record when it comes to technology and its adoption into normal working life. Despite the claims
and advice from visionaries, militaries tend to work very hard to adapt new technologies to familiar working practices. A ready
acknowledgement of the potential and utility of innovation is often an attempt to avoid revealing the true story — a failure to really
understand the implications. For example, in 1870, with their newly developed, rapid firing mitrailleuse, the French enjoyed a
tremendous potential firepower advantage over the Prussians. Unfortunately, this early version of the machine gun looked more
like a field piece instead of a rifle, and it was deployed behind the front with the artillery. Thus, the weapon that would dominate
World War | a generation later had almost no effect on the Franco-Prussian conflict.* In contrast, DiNardo and Hughes argue
that history has also repeatedly shown that technology is best incorporated in the context of enhancing such methods that
have already proven successful.*®

information has More than just technical solutions are needed. ‘A focused and coherent technology strategy’ *°
| b will indeed be an essential element but it is not the hardware that is the issue — the Vietnam
aways been a Source War proved that high technology does not in itself win wars.*” Because it is so easy to send
of POWEI, but it IS NOW  information, a bizarre logic is commonly adopted by many users that dictates that everyone
/ncreasmg/y a soyrce rrlwust V\k/)ant the ir(;formaltiog = scatt/eA\rgL\J/\r) |or p;sh delivery metr}ods don’thsolveI problke)ms but do
clog inboxes and overload users. As Wilensky once put it, ‘information has always been a
of confusion. In ever y source of power, but it is now increasingly a source of confusion. In every sphere of modern
S,Ohel' e of modern Iif €, life, the chronic condition is surfeit of information, poorly integrated or lost somewhere in the

the chronic condition |S system.”s

surfeit of information,  The success of the first 2 elements of the IW triumvirate has unfortunately resulted in a swing

' towards information deluge. Control must be regained (assuming it was there in the first place)
’/O oor/y /m‘egfr)ated, th and thus a key requirement will be an Information Management Strategy (IMS). Until
OSt sorpew ere in the information is treated as a strategic asset in the same way that conventional forces, combat
system arms training, readiness and everything else that is critical to operations is treated, IW issues



will continue to be addressed in a muddled and confused, ad hoc way. Such an IMS must reach across all elements of
government and industry, be all embracing, covering every type and classification of information handled, required or produced
by defence.?® It must emphasize the blurring of traditional boundaries in the levels of warfare, Strategic, Operational and Tactical,
and get away from the traditional ‘stove-piping’ of information into operational and non-operational, formal and informal,
classified and unclassified. Information must add value to an individual or group, a period of time during which it holds that
value, an owner or sponsor who's task is to ensure that the value remains, otherwise the information must be removed.

Perhaps information itself is not the real issue. A librarian has custody of a large amount of information but cannot, through
volume, use that information to create knowledge unless the librarian task is dropped and a more scholarly one adopted.
Thinking back to Arquilla and Ronfeldt’s pyramid, they suggest that ‘...an excellent manager with poor information may be able
to make some good decisions through intuition; an average manager with quality information will make better decisions
consistently’ — the key word being quality.®® A knowledgeable manager may be able to make equally good decisions with
variable quality and quantity information whereas a wise manager may not need any information at all. There have been many
situations in which commanders had virtually all the information possible on enemy strength and dispositions but could not
transform it into an understanding of enemy intentions.®” Selection and Maintenance of the Aim, the cardinal Principle of War,®
IS hard to achieve when a constant stream of variable quality information can tempt commanders into waiting just a little longer
before making a critical decision.

For an IMS will be a stepping stone to a greater goal — knowledge through sharing. Campen tacitly avers the truth, suggested by
Sun Tzu 2,500 years ago, that the ultimate goal of the struggle is to dominate the enemy in knowledge, not information.
Collection and analysis of information is, of course, a part, but not the whole.®® By looking after a key ingredient to knowledge,
information can be collected, used, disseminated and interpreted to create something that adds value to the core output task of
the organization. Collection has never been a problem, indeed it is one of the UK’s strong points — whether the most is gained
from that collected information is more doubtful. The orchestration of this process revolves around the adoption of information
management as a core responsibility of those in the command chain. At every level, information needs are different and focused
to the task in hand. It is suggested that the baton be held by a Chief Information Officer who would help lead and direct the
organization by ensuring that information is treated strategically. Whilst Art Money, the US Assistant Secretary of Defence for
command, control and communications has recently been appointed CIO in the US, such a post has yet to be filled in the UK.

Organzational changes will be harder to adopt. A natural and compulsive hierarchy, the military needs to reap the benefits of
networking without losing the structure of the Command Chain, so important to the conduct of military operations in an
increasingly complicated and difficult strategic environment. The Joint Battlespace Digitization programme suggests concepts of
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an information equipped soldier having data-link, real time updates and control — such potential must be treated carefully. It
would be unwise to vest the decision-making material of the military with such a low denominator. Indeed, as Sullivan warns:

Junior infantry...may be connected electronically to sources of awesome firepower....Privates or lance corporals might
control more destructive power than an entire army corps possessed in World War [l. But would it be wise to entrust such
capabilities to nineteen- or twenty-year-olds, however intelligent, well-trained and psychologically stable?*

On the other hand, the trend for micro-management through a growing desire for commanders to be in the cockpit or at the
head of the platoon must be reversed. So-called ‘forward leadership from the rear’,* four-star generals, senior civil servants and
even prime ministers make poor combat pilots or soldiers.® Unfortunately, history is full of examples of this disruption of the
command chain, the most memorable being Lyndon Johnson essentially conducting the defence of Khe Sanh from a sand
table in the White House.?’

Networking offers many opportunities for redundancy as many alternate paths exist to information or decision. Such a concept
would be unworkable in its own right within traditional military circles. Yet the hierarchy that must exist between the electronic
protagonists of government and commerce will strain towards such a solution. What will be key for the military is for it to decide
where it can comfortably operate between the opposites of networked organization and organizational networks.

Of prime importance is the way in which the organizational culture change is introduced with the people who interact with the
system of systems. For many personnel, military and civilian alike, the concepts surrounding IW are both alien and abstract.
Many have grown up outside of the information age in a time when computers where physically enormous, occupying separate
departments of large corporations and whose operators spoke another language. Whilst some would say the latter is still true,
many find themselves at the command of far more power in a much smaller form resulting in fear, distrust and frustration. To
many users, it isn’t as ‘obvious’, as the help desk suggest or as their children demonstrate.

Given that connectivity, when it arrives, will bring a new, greater vulnerability to the UK, it is imperative that defensive
mechanisms are put in place as a matter of priority. Defence in Depth must be a principle to adopt. Combinations of physical,
technical and procedural security will be needed to build up a robust information assurance core to the collective whole.
Probing and testing by ‘Red Teams’ and ‘CERTS’ will be fundamental to any strategy that seeks to exploit and defend against
the possibilities and disadvantages of this revolution.®® Such Information Assurance mechanisms must not ‘play the blame
game’ ® but must offer constructive criticism and practical remedies — to do otherwise would be to create a ‘PC police’ image
that would impair the culture change process.
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One of the greatest physical risks to security stems from human p asswor d’ IS SO Wi O’GS,O read th.at Sy stem
nature. Used properly, passwords are a robust mechanism to O’GSIQHGI’ S must now start to th/f?k like
ensure that access to information systems is restricted to those system users and deve/op passive systems
that need it. If you can remember a mixture of alphanumerics and sych as biometrics for user identification

characters in upper and lower case and then learn a new ‘word’

every couple of months then all is well. Unfortunately, the average user, left to his or her own devices, will select something a
little more memorable, but often predictable. The number of users whose password is ‘password’ is so widespread that system
designers must now start to think like system users and develop passive systems such as biometrics for user identification.

Technical contributors to defensive IW (Information Assurance in emerging UK doctrine ™ ) include artificial intelligence, neural
learning systems such as the IW Attack Assessment System (IWASS) which can be used to evaluate potential threats, provide
Indicators and warnings of an IW attack and to predict likely courses of action.” Other network software tools are available to
monitor proceedings and to look for the unusual. It must be remembered though, that detecting attack will be an increasing
part of the training that must be given to users of all levels and variations of military information systems. Detection will be an
issue. Screens will not go blank — the data displayed will be subtly manipulated making what is seen plausible but wrong. This
interference is all the easier now that, for example, raw radar displays have been replaced by computer generated situation
displays, in convincing colour and clarity. Those hard-won skills that, through experience and training, enabled operators to
work through electronic interference, are fading fast. Many have become system operators who no longer need the skill of a
craftsman to get the required output.

According to an Organisation for Economic Co-operation and Development research paper, Technology upgrading with
Learning Cost — A Solution for Two Productivity Puzzles, by Sanghoon Ahn, productivity declines initially when technology is
introduced because people take time to learn how to use it. Later, however, benefits show through. What happens though,
when the rate of change of technology is so great that you never get beyond the downward learning phase and into the
upward productive phase?” Less of Moore and more of Ahn would enhance capability by ensuring that users can fully exploit
opportunity and effectively resist sabotage.

As far as offensive opportunities are concerned, the systems approach to targeting that has been developed on both sides of
the Atlantic since the Gulf War will need to be expanded and refined. If IW techniques, including Computer Network Attack are
to be developed and introduced into the repertoire of potential responses, then an intelligence cost can be expected. Whereas
the crew of an aircraft dropping an iron bomb can manage to complete the task with rudimentary intelligence, to expect the
same of an IW based attack is to court failure. The level of detail that will be required to successfully interfere electronically will
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iIron bomb can manage to complete the task
with rudimentary intelligence, to expect the
same of an IW based attack is to court failure

be significant. But systems analysis pays off and, if approached

- methodically, is generally worth the effort expended. Every [target]

- system has its weakness, its Achilles Heel. Whether to use
conventional force or IW/IO against this weakness will depend on
the situation at the time. That the two options should be closely co-
- ordinated cannot be overstated.

i CONCLUDING THOUGHTS

History gives us no clear definition of what constitutes an RMA but
emphasises that an RMA is not a precise phenomenon that has a
clear start and end point or indeed, can be recognised as
happening without the need for historical analysis.” So has there been a Revolution in Military Affairs? As yet, the sort of
dramatic shift that typified the industrial revolution has just not materialized. There is certainly rapid change but this is much
more evolutionary in nature. The biggest change in the conduct of future military operations is likely to come not from the
weapons alone but from the application of information technology to military command and control.

The biggest change in the conduct of future military operations is likely to come not from the
weapons alone but from the application of information technology to military command and

control

The Third Element must be developed to bring together Technology and Infrastructure in an orchestration of capability. A
thorough understanding coupled with willingness for organizational change must be underpinned by a doctrine that illuminates
and educates. Government and military must tackle the more intangible Category Il W, from Netwar to Cyberwar. It may be
anathema to employ hackers and crackers but it they have a monopoly in the skill set then there appears to be little alternative.
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m The UK certainly believes that radically improved capabilities in the field of information processing and communications

systems will increase situational awareness by combining information from all available sources and rapidly distributing it

to those who need it, thus permitting more effective and efficient use of our forces.” Smart long-range precision weapons
will enable us to attack targets accurately from distance, thereby reducing our own and civilian casualties.” But this capability
enhancement currently has the hallmarks of a Military Technical Revolution and is not a panacea; it is merely an additional
option for use in specific circumstances against an adversary susceptible to its damage mechanisms. Offensive opportunities,
sensitive as they are, should be properly resourced and offered up to the political leadership as a potential alternative course of
action.

The first element of the triumvirate of IW, information technology, has been evolving since the seventies and the second, the
Internet or World Wide Welb, once a critical mass of users were attracted, has been growing exponentially. Both have been
rapid by any standard but, nevertheless, evolutionary. Journalists and documentary makers across the World extol the wonders
of IW, dipping freely into the rich pool of Toffler catch-phrases with remarkably uncritical abandon.” But much work remains to
be done, both in definitional terms, in international relationships and doctrine, not to mention national issues such as policy
lead, requirements and potential impact on the way that the UK Ministry of Defence conducts its business in the arena of IW. If
it is to avoid being left behind, the UK must learn from this confusion, sidestep time-wasting at the boundaries and contribute to
the debate by offering clarity of thought in ‘a holistic assessment of national vulnerabilities’ and a measured analysis of the
opportunities.”

Information can only be an object of warfare when its value, to both sides, is understood. Without a top-level strategy on
Information Management, any resulting doctrine and order will be the result of good fortune rather than good planning. If IW is
to be another ‘club’ in the golf bag of statehood, then considerable effort must be put into the development of coherent
doctrine — we must learn how to play with this new club. An understanding of the relationship between the Information Age and
national security should be high on the agenda of any nation wanting to exploit the offensive opportunities of IW and ensure
that it can defend itself against emerging threats. As Libicki suggests, ‘[US] vulnerability is greater than it ought to be but should
not be exaggerated’ — while the UK is not yet as exposed, it is only a matter of time. That time should be used to develop a
robust and coherent Third Element by learning how to disseminate, protect and exploit information shared between the UK’s
military, government, industry and the society they all serve. Having achieved such a considerable task, the interoperability
issues between NATO and potential coalition partners need to be addressed. If understood correctly, IW would lose its sex
appeal or media attention and it would disappear from Presidential Decision Documents and grand national strategy — but it
would grow up and go to work.” Perhaps then it will be possible for information to be a weapon of war. Moreover, it may take
the ascendancy of the information generation to the height of both military and civilian office before the real potential of IW can
be realized and a complete culture change enabled. \Whether a revolution takes place or not will be up to future historians to
debate — the seeds have certainly been sown.
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