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To reduce the costs of conflict, mankind 
has incessantly pursued means to achieve 
quick decisive victories. In the past this 

was achieved by superior firepower. However, 
proliferation of modern weaponry and asymmetric 
methods has substantially reduced this differential 
with the costs of war reaching unacceptable 
proportions. To regain the decisive edge it is 
necessary to exploit the capabilities offered by 
Network Centric Warfare (NCW). 

NCW demands information on all battle space 
entities. In a network centric environment, all 
platforms will need to communicate with each 

other. This necessitates the ability of each platform 
to transmit and receive information and the 
existence of common communication protocols.

While the prospects offered by it are promising, 
the path ahead is unlikely to be easy or 
straightforward. This paper visualises the promises 
of Network Centric Warfare and explores the 
hurdles in achieving the capability. In the process 
this paper reaches the conclusion that while most 
hurdles imposed by technology may be overcome, 
the hurdles imposed by humans in the network 
centric loop will eventually limit our aspirations 
from Network Centric Warfare. 

From simplistic assurances of NEC  
to optimistic promises of NCW:  

 
More pitfalls than promises?

  By Wing Commander A C Chopra
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“Look around. No ‘good old-fashioned war’ is in sight.”
(John Arquilla and David Ronfeldt)1

“A vision without the means to execute is just a 
hallucination.”
(Stephen Case, Founder of AOL)2

“Predicting the future is an enterprise with a very poor 
record unless predictions are so broad as to be useless for 
setting priorities”
(Col John Jogerst)3

The aim in all conflicts is to achieve quick decisive 
victories at minimal cost. In the past, the ‘edge’ 
enabling such a victory was usually provided by 
superior firepower and warfare centred on the 

niche capabilities of 
individual weapon 
platforms. Such 
form of warfare was 
‘platform centric’. 
The proliferation of 
modern weaponry and 
asymmetric techniques 
has reduced the 
decisive edge offered 
by platform centric 
warfare. This edge may 
be regained if synergy 
is generated on the 
battlefield by enhanced 
cooperation between 
weapon platforms. The 
military ‘behaviour’ 
that personifies such 
cooperative behaviour is 
referred to as Network 
Centric Warfare (NCW). 
NCW is characterised 
by geographically 
dispersed forces 
possessing high 
levels of situational 
awareness which is 
generated by linking 
them to each other 
and the exploitation 

of this advantage to generate high tempo on the 
battlefield.4

The term NCW is a broad-based concept and may 
be viewed from different perspectives; therefore 
it is essential to clarify some issues surrounding 
the term. United States uses the term NCW, while 
the United Kingdom uses the term Network 
Enabled Capability (NEC) to essentially refer to 
the same basic underlying concept of waging war. 
However, the difference between the two is that 
the US is not budget limited, while UK tends to 
view the concept on a more cautionary note due 
to its resource limitations.5 In this paper these 
terms will be used on a general basis, without the 
subtleties of either countries approach prejudicing 
the basic concept. In addition, terms such as 
Dominant Manoeuvre, Precision Engagement, 
Full Dimension Protection and Focussed Logistics 
etc — which have come to vogue and tend to 
unnecessarily obscure simpler concepts — will 
be deliberately avoided in this in order to clearly 
grasp the concepts of NCW.

In simple terms, NCW promises to compress 
Boyd’s Observation-Orientation-Decision-Action 
(OODA) cycle such that friendly forces sustain 
high tempo of battlefield operations. It does this 
by providing force elements with large amounts 
of correlated information so as to develop high 
levels of shared situational awareness amongst 
them (Observation & Orientation). This increase 
in knowledge levels on the battlefield then 
permits informed decision making (Decision) and 
also generates a common understanding of the 
commander’s intent among all fighting elements, 
so as to achieve effective cooperation between 
them (Action).6 In addition to the compression 
of the OODA loop, NCW promises to garner 
advantage from enhanced information access to 
permit ‘smarter’ behaviour and efficient use of 
war fighting resources thus allowing faster and 
more flexible responses to emergent battlefield 
situations. It is not a new concept and may be 
broadly viewed as the emerging military response 
to the information age.7

However, the challenge lies in distinguishing the 
theories behind NCW from how it will actually 
be practiced, as the practical application of a 
concept may impact on the concept itself and 
the result may distort the original intent.8 This is 

NCW promises 
to generate 
efficiency and 
synergy between 
fighting elements, 
increase tempo 
of operations, 
improve time 
sensitive targeting, 
reduce possibility 
of fratricide and 
increase flexibility 
in operations
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an important aspect of the issue, because NEC 
concepts are still in their infancy and likely to 
evolve further. However, at this stage a few issues 
are clear. NCW promises to generate efficiency 
and synergy between fighting elements, increase 
tempo of operations, improve time sensitive 
targeting, reduce possibility of fratricide and 
increase flexibility in operations. It aims to achieve 
this by generating synergy from cooperation 
between war fighting elements and exploiting 
advantages from information superiority. While 
the intention appears to be clear, there are subtle 
problems in the path of achieving fully-fledged 
Network Centric Operations (NCO). Inherent in 
the path lie problems associated with network 
security, information overload, command and 
control structures, interoperability of equipment, 
bandwidth requirements, lack of appropriate 
doctrines and increasing erosion of traditional war 
fighting skills due to over reliance on the promises 
of nascent technology.

It is easy to fall prey to the promises offered by 
technology alone. Co-evolution of doctrine must 
follow; support of legacy systems for their life 
span needs to be ensured, migration costs need 
to be carefully apportioned and importantly 
interoperability within and with external coalitions 
needs to be maintained. The course of action to 
possessing a NCW capability must be carefully 
protracted such that NCW remains a process to 
achieve an end and not an end in itself. If this is 
to be realized then it is important to understand 
what NCW is all about, what it promises to 
achieve and the problems that may arise in the 
process of acquiring such a capability. This paper 
addresses these issues and determines that many 
technological and human factor hurdles exist on 
the route to gaining a NCW capability. While the 
technological hurdles may be eventually overcome 
human factors in the network will eventually limit 
our aspirations from NCW. To find out why, we 
need to determine why NEC is required and how it 
will affect future operations.

Warfare takes on the characteristics of its age.9 In 
the wars of the past, massed armies faced each 
other over linear battlefields. The Napoleonic 
model (Corps-Division-Brigade-Regiment-

As the tools of war 
increasingly become market-
place commodities, who 
can make war — and how 
and when — is changing. 
Proliferation of modern 
weaponry and information 
technology has made war like 
a game of chess

An Iraqi rebel carrying a portable rocket launcher
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Battalion-Company-Platoon),10 a highly 
institutionalised system, was suited to such 
warfare. Modern war has changed. The battle 
space is no longer linear. It has extended by virtue 
of the increase in number and variety of targets 
of interest and their dispersion.11 The presence of 
weapons of ‘effects’ capable of reaching across 
long ranges complicates how battle is viewed 
and conducted. As the tools of war increasingly 

become market-place commodities, who can 
make war — and how and when — is changing.12 
Proliferation of modern weaponry and information 
technology has made war like a game of chess, 
where everyone has the same pieces and can 
see the same battle space. The winner is the one 
who can make the best use of his pieces.13 This 
changing nature of war and its participants needs 
to be addressed because a stagnant military 

While vast amounts of information were collected by the coalition 
they were unable to effectively analyse it to generate a coherent 
picture of the battlefi eld. The inability to do so resulted in 
fratricide, the second highest cause of coalition casualties

A US Army Bradley fi ghting vehicle destroyed by 
friendly fi re during the Persian Gulf war
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force, inflexibly resisting change in its means and 
methods of war fighting, is likely to be easily 
defeated by an innovative adversary.

While it is accepted that wars are inevitable, the 
increasing costs of war are not acceptable. Wars of 
attrition and exhaustion are no longer tolerated. 
Wars may be fought but they have to be fought 
more efficiently. As the ability to wage war is a 
function of the available ‘means’ and ‘will’14 and 
the differential in ‘means’ between adversaries 
diminishes, warfare predictably results in severe 
attrition on both sides. To avoid the costs of such 
attritional warfare, smarter techniques such as 
Effects Based Operations (EBO) constantly explore 
alternative means of defeating the enemy.15 As 
the cause and effect nature of EBO are complex, 
EBO rely intensively on large amounts of diverse 
intelligence in an attempt to determine what may 
be targeted, the existence of accurate success 
indicators and the chain of cause and effect that 
reach back to the adversary’s ability to wage 
war. The need to collect, analyse and disseminate 
intelligence to share knowledge for EBO thus 
naturally leads the path of evolution of warfare 
towards ‘network-centricity’, i.e. the ability to 
easily share information. This ability to share 
information by networking will form the essential 
backbone of NCW. However, this is just the first 
step and brings up the issue of what more can 
be offered by NCW. A quick look at some recent 
conflicts throws light on the subject.

During Op Desert Storm, the Air Tasking Order 
permitted de-confliction and orderly management 
of air targeting, but did not permit near real time 
targeting due to its inflexibility in responding 
to the changing battlefield. Similarly, while vast 
amounts of information were collected by the 
coalition they were unable to effectively analyse 
it to generate a coherent picture of the battlefield. 
The inability to do so resulted in fratricide, the 
second highest cause of coalition casualties.16 Thus, 
Op Desert Storm did not witness any sustained 
information management and exploitation. On 
the other hand, during Op Enduring Freedom, 
data services, iridium satellite communications 
and web-based services such as email were 
key enablers in the conflict.17 In the austere 

environment in Afghanistan the need to network 
and the advantages of such networking allowed 
the coalition forces to deal with fleeting targets.18 
The ability to ‘see’ the battle space allowed the 
Commander in Chief Central Command to run 
the war without a Joint Tasking Commander 
from 7,000 miles away in Tampa.19 Thus, in 
sharp contrast to Op Desert Storm, Op Enduring 
Freedom witnessed the military exploiting the 
advantages of networking and sharing  
information between widely dispersed assets.  
A careful look at the two conflicts clearly brings 
out the emerging realisation of the value of sharing 
information. This issue of value is imbued in 
Metcalfe’s Law.

Metcalfe’s law observes that although the cost of 
deploying a network increases linearly with the 
number of nodes in the network, the potential 
value of a network increases as a function of the 
square of the number of nodes that are connected 
on the network. To understand this concept of 
value more clearly, take the example of present 
day communication networks and what they 
offer. These networks range from traditional 
mail, telephones, fax machines, email and the 
multimedia-based World Wide Web. If the 
services offered by each is scaled on the values 
of full duplexity, service reach, visual experience, 
timeliness of information transportation, 
availability, capability for multi-actor participation, 
audio experience and search facilities, it may be 
noted that in the order presented above, each 
network in sequence presents an increasing value 
to the user in terms of ‘richness’ of the interaction 
and a better understanding of the content of what 
is communicated. The understanding of this 
concept of value is fundamental to understanding 
the power of NCO.20  

Having understood the relationship between 
value and networks, it is now pertinent to take 
a look at how such value from information flow 
may mitigate the effects of ‘fog’ and ‘friction’ in 
war. It may be recalled that ‘fog of battle’ is about 
the uncertainty associated with what is going on, 
while ‘friction of war’ is about the difficulty in 
translating the commander’s intent into actions.21 
In one way or another, either one relates to 
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availability of information at all levels in war. For 
example, the lack of information on an adversary’s 
order of battle (ORBAT), its movements and 
intentions can lead a Commander to take a 
wrong decision. Similarly, lack of knowledge 
on the information upon which a commander’s 
decision is based can lead lower formations to 
take actions out of line with the commander’s 
intent. Both fog and friction may be alleviated 
by ensuring the availability of accurate, relevant 
and timely information with all force elements 
by interconnecting them. This achievement of 
information advantage will be one of the first 
priorities of NCW.

The author believes that accuracy of any piece 
of information is related to the amount of 
‘surrounding’ information that can be gathered 
and on the manner in which it can be co-related 
or fused into knowledge in order to build a more 
wholesome ‘picture’. The larger the amount of 
information that can be gathered and fused, the 
greater the accuracy of the final ‘picture’. Similarly, 
relevance of information is important and pertains 
to determining when a piece of information may 

be useful. Knowing when a piece of information 
is relevant depends on knowing the context of 
the battle space and the knowledge of the context 
of the battle space is a function of the amount 
of information available on it. So, firstly, it may 
be said that to develop an accurate and relevant 
picture of the battle space there is a need to 
continuously gather information and fuse it into 
knowledge. Secondly, relevance of information 
is related to the ability to retrieve the intelligence 
from the gathered information when it is required 
and also relates to the ability to extract intelligence 
from the knowledge base on the basis of the 
context of the battle. 

However even if the intelligence gathered is 
accurate and relevant but cannot be timely 
disseminated and received, it has no value in 
dynamic battle space. Network Centricity (i.e. the 
capability of all force elements to communicate 
with each other) will ensure fast movement of such 
information. Networking will therefore provide the 
crucial link in insuring an information advantage 
by providing timely transportation of accurate 
and relevant knowledge at all levels within battle 
space. This information advantage provided by 
NEC will help reduce the Fog and Friction of War 
and thus enhance situational awareness amongst 
all war fighting elements.

To ensure enhanced situational awareness, in 
addition to possessing knowledge about the 
adversary’s ORBAT and intentions, it is also 
necessary to possess knowledge of the disposition 
of friendly forces. Therefore, to supplement the 
information provided by sensors, friendly force 
elements will also need to provide information 
on their status, movements and intentions. This 
information will then need to be transported over 
the same network links. Thus, NEC links will 
provide the information for building a composite 
picture of all war fighting elements on both sides 
of the battle space.

While situational awareness of individual 
elements may increase, the true potential of NEC 
will be realised when collaborative planning 
enhances this to ‘shared’ situational awareness. 
Networking will provide this ability to plan in 

Even if the intelligence 
gathered is accurate and 
relevant but cannot be timely 
disseminated and received, 
it has no value in dynamic 
battle space.  Networking will 
therefore provide the crucial 
link in insuring an information 
advantage by providing timely 
transportation of accurate and 
relevant knowledge at all levels 
within battle space
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a collaborative manner because it will allow 
sharing of information between all war fighting 
elements. Shared situational awareness will then 
fulfil the two crucial promises of NCW: ‘self 
synchronisation’ and ‘swarming’. However, before 
these two concepts are addressed it is necessary to 
understand the impact of networking and shared 
situational awareness on existing command and 
control structures.

Command and Control (C2) structures serve 
the purpose of ensuring that the commander’s 
intention is transmitted to his fighting elements 
(through a plan or concept of operations) and 
coordination of these elements to ensure their 

efficient utilisation. Present C2 structures are 
pyramidical. These are necessarily so because 
planning is done at higher echelons, where all 
relevant intelligence is available. Commanders 
at each subsequent echelon need to be concerned 
with only a subset of these operations for three 
reasons. Firstly, they may not possess enough 
information on the battle space outside their 
immediate concern. Secondly, there are limitations 
to the number of simultaneous engagements that 
any commander can pay adequate attention to. 
Thirdly, the available lines of communication 
dictate the extent of control that each commander 
may exercise. Similarly military staff functions like 
intelligence, operations, logistics etc, 

While the commander at the highest echelon makes the 
plan, the middle tier of the C2 structure ensures that his 
intentions are understood, plans are developed to coordinate 
action, performance is monitored and feedback is provided

Soldiers of 3rd 

Battalion, 187th 
Infantry Regiment 
of the 101st Airborne 
Division, head 
into urban warfare 
operations east of 
the former Saddam 
International 
Airport
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allow commanders at each level to maintain a 
coherent grasp of the war.22 Therefore, while the 
commander at the highest echelon makes the plan, 
the middle tier of the C2 structure ensures that his 
intentions are understood, plans are developed to 
coordinate action, performance is monitored and 
feedback is provided.23 The command tier between 
the higher echelons and the force elements 
therefore exist primarily as facilitators of the 
commander’s intent and as managers of the large 
resources of personnel and material under the 
commanders.

However this centralised system of planning 
and management is a manifestation of the belief 
in the need for optimising and de-conflicting 
war fighting elements. This is because in order 
to maintain cohesion and a grasp on the rapid 
events on the battlefield, commanders need to 
restrict the behaviour of its fighting elements short 
of the chaos that may result. Such optimisation 
and de-confliction is at the expense of synergy 
because it generally entails restricting action 
by one war-fighting element in order to permit 
freedom of action to another. In addition, it may 
be said that centralised planning is antithetical to 
agility because it is slow to recognise and respond 
to changes, results in ill informed participants and 
places many constraints on behaviour.24 

A good example of how optimisation and the need 
to de-conflict reduce war-fighting capability is 
exemplified by close air support. At present there 
exist essentially two methods of avoiding fratricide 
in the battlefield when the enemy is in close contact. 
If the target to be attacked is within the Fire Support 
Coordination Line25 the attacking aircraft needs to 
be actively controlled by a Forward Air Controller 
or the attacking aircraft needs to follow pre-planned 
procedures to execute his attack. Both methods 
reduce the flexibility of the pilot to engage emergent 
targets and impose severe constraints on the 
employment of aircraft. In addition in most cases, 
the presence of friendly aircraft in the battlefield 
restricts the land forces in utilisation of its organic 
firepower. Thus optimisation and de-confliction 
necessitated by centralised command and control 
methods, while reducing chaos, circumvent efficient 
utilisation of the full potential of war fighting assets.

Such centralised systems of command and 
planning reside on one end of the spectrum. On 
the other end of the spectrum is an example of C2 
as exemplified by the famous Battle of Trafalgar 
in which Lord Nelson commanded and controlled 
the battle with just two statements. The first 
was“England expects that every man will do his duty” 
and the second was “Close Action”.26 Between the 
existing institutionalised hierarchies based C2 that 
relies on centralised command (and planning) 
and completely ‘self-synchronised’ force elements 
(as exemplified by Lord Nelson’s forces) lies the 
path that NCW will probably take. As rigidly 
centralised control and total de-centralisation are 
equally self-defeating, risks and implications need 
to be balanced by focused leadership and coherent 
strategic choices.27

The commander’s necessity to control force 
elements in order to coordinate their action 
towards a centralised plan is also done at the 
expense of maintaining tempo of operations. On 
the other hand, if operations were completely 
decentralised there remains the risk that a 
subordinate’s action could result in unwanted 
escalation or inappropriate use of force.28 A 
good compromise between the two methods 
of command and control lies in the concept of 
‘auftragstaktik’, i.e. ‘mission command’. The 
concept of ‘mission command’ relies upon 
decentralised execution of the commander’s 
intent (i.e. coherent towards the intent but with 
high levels of flexibility, permitting exploitation 
of emergent situations in a dynamic battle space). 
Forces following ‘mission command’, would 
therefore be able to coordinate the execution of a 
plan while maintaining high tempo of operations. 
The availability of shared situational awareness 
among all war fighting elements provided by 
NEC will ensure that the commander’s intentions 
are understood, thus allowing these subordinate 
elements greater freedom of action and thus 
greater tempo of operations. Concurrently, 
NEC will provide the necessary links to allow 
commanders at all levels to exercise control over 
their force elements. NCW will therefore balance 
between the need to sustain adequate tempo 
of operations and the need to ensure that the 
commander’s intentions stated or implied are not 
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violated. NCW will therefore also achieve ‘mission 
command’.

With that in mind, it is time to take a look at 
an important capability that NCW promises 
to provide —‘self-synchronisation’. This is 
the ability of all force elements to synchronise 
their actions to the commander’s intentions 
through shared situational awareness and action, 
with such speed and agility so as to negate 
the adversary’s initiative.29 It is a process by 
which each individual war-fighting element 
operates such that its actions are coordinated 
with all others and remains directed towards 
the commander’s intent. Self-synchronisation 
needs three essential elements, firstly all force 
elements must have a common understanding 
of the context of the battle through a common 
operational picture and secondly they must be 
aware of the commander’s intention and lastly 
the force elements must possess good training 
to utilise the knowledge from the first two in 
order to execute their actions synchronously to 
the overall campaign objective. Networking of 
force elements to share their picture of the battle 
space and easy flow of information between 
them and the commander will set the stage for 
such synchronous action. If proper training and 
doctrine is in place NEC will achieve the goal of 
providing such self-synchronisation.

To better understand the concept of self-
synchronisation let us return to the example of 
the game of chess. In a networked environment, 
all friendly pieces will know the position of 
all other pieces on the board and will also be 
aware of what the player (commander) wants 
to achieve. With this knowledge they will then 
independently execute all necessary steps required 
to achieve the end state (defeat of the other side), 
flexibly responding to the adversary’s actions and 
synchronising their actions towards their common 
objective (the commander’s intent). The knowledge 
of the position and intent of all other pieces allows 
them to assist each other in a synergistic fashion. 
In theory, if the pieces are well trained and well 
knitted together by a sound doctrine, further 
intervention by the commander (player) would 
not be necessary till the other side is defeated. This 

synchronisation in action may only be disturbed 
when information on the each other’s actions and 
its implications are not available to all war fighting 
elements. Networking will provide these crucial 
information links to permit ‘self-synchronisation’ 
to take place. Going back to the example of close 
air support, in a network-centric environment, 
self-synchronisation between land-based elements 
and the aircraft would permit the land forces to 
continue action while the aircraft engages targets 
more proactively within the same battle space with 
minimal restraints. The ‘common’ understanding 
of the context of the battle and each others ‘intent’ 
would permit all elements to behave in what may 
externally appear as chaos, but subtle coordination 
not externally visible would tie these actions to 
make a coherent whole.

If self-synchronisation is to take place, some 
changes in the existing command structures will 
be necessary. Self-synchronisation requires ‘true’ 
empowerment of the subordinate force elements.30 
Some predict that this need will flatten command 
and control structures; others argue that this 
will not be necessary. While it is necessary to 
understand that some changes will need to take 
place, their exact nature is however not important 
at this stage and will be discussed later in this 
paper.

In addition to promising self-synchronisation, 
NEC also promises the ability of force elements 
to ‘Swarm’. Swarming behaviour may be 
explained as the convergence of geographically 
dispersed decentralised units on a common 
objective or problem and then re-dispersal for 
future action — a complex collective behaviour 
by individuals following simple rules.31 As 
opposed to prolonged engagements swarming 
entails sustained ‘pulsing’, i.e. sustained ‘hit & 
run’ attacks creating running battles of attrition. 
This ability to flexibly concentrate firepower 
in time and space could then lead to creation 
of decisive conditions in multiple situations in 
battle space. Common examples of swarming 
behaviour are activities by smart mobs and 
terrorists. Some examples of swarming in history 
include the Battle of Arsuf in which Saladin 
successfully employed swarming techniques 
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to attack the crusaders, and the behaviour of 
Somalian militia and civilians in Mogadishu 
in 1993.32 An example of accidental swarming 
action is exemplifi ed by US airborne operations 
during the landings at Normandy, in which the 
troops parachuted into Normandy in disarray but 
accidental formation of ad-hoc groups allowed 
them to confuse the Germans with their hit and 
run tactics, till such time that they managed to 
organise themselves.33 Similar swarming action, but 
deliberately executed, will be possible in network 
centric environments because NEC will provide 
a high degree of shared awareness amongst all 
participating force elements through a ‘common 
operational picture’. 

Importantly, this ability to swarm as envisaged 
by NCW also addresses problems with respect to 
concentration of force in war. The ability to share 
a common battle space picture and commonly 
understand the commander’s intent will allow 
widely dispersed forces to pre-emptively initiate 
swarming behaviour to concentrate their mass 
(fi repower) at any point in the battlefi eld. Thus, 
the need to mobilise large forces to cover large 
areas will not be necessary in network centric 
environments. The ability to swarm, coupled 
with standoff weaponry, will therefore change 
the manner in which concentration of force is 
generated on the battlefi eld. It will permit massing 
of effects rather than massing of forces on the 

The need to mobilise large forces to cover large areas will not 
be necessary in network centric environments

US troops in 
northern Kuwait
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battlefield. Additionally, the ability to generate 
concentration of force in battle space with widely 
dispersed forces also generates economy in 
effort as a lesser density of forces are required 
in any given size of battle space. Also, present 
day trends indicate that in order to gain greater 
mobility for manoeuvre, war-fighting elements 
are getting more and more dispersed on the 
battlefield. These will need to communicate 
through networks in order to maintain coherent 
action.34 In fact, it is this trend that reinforces the 
author’s belief that the final goal of NCW is to 
gain ability to swarm. This aspect will therefore 
be revisited later in the paper. 

Another important capability provided by 
NEC will be the ability to attack time sensitive 
targets.35 While stationary targets, especially 
high value strategic target systems may be 
identified by sustained surveillance and 
successfully attacked, time sensitive targets 
pose an ongoing dilemma for targeting. NEC 
will offer the ability to quickly spot, identify 
and determine the value of a target, thereby 
permitting it to be timely attacked. This 
ability will be one of the main value, adding 
characteristics provided by NCW.

This ability to attack time-sensitive targets exists 
because collaborative planning (as opposed to 
centralised planning) permits more agility in 
operations as well as better utilisation of resources. 
This is because collaborative planning by widely 
dispersed forces will allow them to self-assess 
the best methods for engaging such targets. 
In addition, flexibility in responses available 
through the larger subset of opportunities made 
available by NEC increases the options available to 
commanders in responding to emergent situations 
on the battlefield. This ability to operate flexibly 
in turn enhances the responsiveness of all force 
elements.

Therefore, NEC will provide the ability to timely 
share knowledge to enhance the understanding 
the context of the battle and the commander’s 
intentions. It will permit smaller formations to 
exhibit unprecedented cooperative behaviour 
through self-synchronisation and swarming to 

engage numerically superior forces. It will increase 
flexibility, agility and responsiveness in action 
through collaborative planning and enhance the 
efficiency in utilisation of resources. Lastly, NCW 
will provide solutions for time sensitive targeting. 
In short, it will permit efficient operations in a 
controlled state of chaos.

The author believes that to meet all these promises, 
NCW will require an infrastructure based upon six 
critical capabilities: 
l A large network with extensive bandwidth to 
connect all battle space entities
l A large number of sensors to collect information
l Technology to convert collected information to 
knowledge
l Technology to present the knowledge to all 
force elements in context of the battle in an easily 
understood form
l C2 structures and doctrines to exploit the 
capabilities of self-synchronisation and swarming
l High training status amongst all force elements 
to actually execute cooperative behaviour as 
envisaged by self-synchronisation and swarming. 

It may be noticed that out of the six capabilities 
mentioned above, the first four involve 
technology and the last two concern human 
factors. At first glance, it appears that all these 
requirements could be easily met — at least those 
concerning technology alone. However, it is easy 
to be complacent by over relying on the ability 
of technology to provide all the answers, for 
even the best of technology has its limitations. 
Most importantly, advantages provided solely by 
technology are at best temporary.36 A closer look 
at the technological requirements and the human 
factors is therefore necessary to determine the 
first hurdles on the path to achieving NCW 
capabilities.

The first difficulty that comes to mind is the issue 
of communication between all elements associated 
with the network. In platform centric warfare, each 
weapon platform provided a niche capability of its 
own. The sum total of all the capabilities provided 
by the platforms determined the overall capability 
of the forces. There was little interaction between 
all these platforms. 
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The need for each weapon platform to transmit 
and receive poses two problems: firstly, that any 
transmitting platform can be detected. Therefore 
while NCW proposes to reduce the battlefield 
footprint, the presence of a large number of non-

stealthy elements 
in the battlefield 
will achieve just 
the opposite. 
Secondly, the need to 
transmit and receive 
information between 
each force element 
will require these 
platforms to carry 
additional equipment 
to do so. On fighter 
aircraft at one end of 
the spectrum and the 
foot soldier on the 
other, the ability to 
carry such equipment 
will be at the cost 
of reducing their 
effective payload for 
war fighting. While 
some platforms may 
be made larger in 
size to do so at the 
expense of increasing 

their battlefield footprint, others such as the foot 
soldier cannot.37 Therefore the core necessity for 
force elements to communicate in the envisaged 
ubiquitous networked environment opposes the 
need for stealth and reduces the effective payload 
carried by all force elements.

The next concern regarding the network is the 
issue of standardisation and interoperability. 
At present there exists a large number of legacy 
platforms that communicates on propriety 
protocols, and a majority that do not communicate 
with each other at all. In order to be interoperable, 
all platforms in a network centric environment 
will need to possess the capability of utilising a 
single secure communication protocol. Therefore 
the first step would be the need for all platforms 
to migrate towards such a protocol. This cannot 
be easily achieved and would also be expensive. 

The only viable option would be to accept the 
inability of older equipment to be interoperable 
while a contentious effort is made to ensure that all 
future systems meet the standards set for network 
centric systems. But, do such standards exist? If 
set timelines (approximately 2015 for UK)38 are 
to be met to achieve a NEC, such standards need 
to be developed immediately. As the industries 
providing the weapon platforms are not run 
by the defence forces, this need to meet future 
standards must be communicated to them at 
the earliest. In addition as a large number of the 
weapon platforms come from different sources 
within the industry, the industry must agree to 
the decided standards and must be involved in 
its development from the start.39 Such cooperative 
behaviour within the defence industries is unlikely 
to be initiated by it, as most industries rely on 
propriety achievements to develop a competitive 
edge in the defence market. Therefore, while it 
may be realised that interoperability is crucial, 
divergent interests will oppose coherent solutions 
to the problem.

In addition to the issue of meeting standards, 
interoperability has extra complications with 
respect to security of the standardised protocols. 
For example, in order to permit the industry to 
develop weapons and weapon platforms that meet 
the NCW standards, the MoD will need to release 
the details of such protocols to them. This could 
create problems on the issue of security of such 
information. On the other hand, if the protocols 
were released after weapon systems were chosen, 
it would unnecessarily delay acquisition of the 
platforms until such time that they met the set 
standards. This would in turn increase the cost of 
the platforms. Lastly, the release of standards to a 
select few to ensure security would also reduce the 
purchase options of the MoD. 

The issue regarding interoperability does not 
end here. Even if all force elements are designed 
to be interoperable within a country, will they 
be interoperable in a coalition environment? For 
example, when the US DoD SIPRNet (a military 
form of the internet) was brought online it 
excluded its allies, thus forcing the US to develop 
a ‘fix’ called the Coalition Wide Area Network 

While NCW 
proposes to reduce 
the battlefield 
footprint, the 
presence of a large 
number of non-
stealthy elements 
in the battlefield 
will achieve just 
the opposite
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(CWAN).40 Sub-optimised networking solutions 
can hardly be categorised as war wining. The 
answer to this lies on the ability of coalition 
partners to determine the need to develop 
standardised protocols for networking and sharing 
development processes, such that likely coalition 
partners meet interoperability standards from 
the very beginning. This is not likely to be an 
easy path as every country may prefer to keep 
certain niche capabilities to itself and may not 
‘fully trust’ other partners.41  This lack of trust is 
natural, as security standards for the network will 
need to meet stringent criteria, which all coalition 
members cannot afford. Sharing of information 
may then be restricted to the lowest common 
denominator defined by security issues. Therefore, 
coalition interoperability is likely to be a major 
hurdle in achieving a NCW capability. 

In addition, the constant drive by defence 
industries to maintain a competitive edge has 
led to failure of interoperability between weapon 
systems within a country itself. While the 
development of technology within the military 
domain two decades ago led to technological 
advancement in the commercial sector, this process 
has now been reversed. The realisation of the 
need for maintaining interoperable standards 
within the commercial sector has permitted a 
larger improvement in technology available to 
it compared with the military domain. Defence 
industries therefore have no option but to revert  
to commercial practices on the issue and 

In 1999 the US had $100 
billion invested in space and 
in the next decade 1,000 
satellites are expected to be 
launched into space. The 
costs for launching these was 
estimated to exceed half a 
trillion dollars

A US Air Force Defence Support Programme (DSP) 
satellite being launched aboard a Titan IV B rocket in 
February 2004
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will perhaps have no choice but to embrace 
commercial standards to maintain interoperability. 
In fact, most of the interoperability existing 
today has been imposed by the increasing use of 
commercial off-the-shelf software.42 The reluctance 
of the military industry to increasingly rely on 
commercial hardware and software to maintain 
interoperability is likely to slow down the 
process of shifting towards network centricity. 
Alternatively the use of commercial standards to 
meet interoperability requirements is likely to pose 
security problems. This issue will however be dealt 
with later in the paper.

The next problem with attempting to set up 
a ubiquitous networked environment is the 
question of how such a network will physically 
exist. While short range communications between 
force elements may be easily achieved, long 
range communication with major network nodes 
or intelligence processing sites will need to rely 
extensively on satellite systems. The need for 
obtaining access to the information on each and 
every individually dispersed force element will 
also require support of the battle space from a 
large number of satellites.43 As the transponders 
that may be fitted on a given satellite are limited, 
the number of satellites required for this task 
will be substantial. The problem is additionally 
complicated by the fact that such satellite systems 
will have to be geo-synchronous to provide good 
coverage or the number of satellites required 
would increase. If the intention is to possess 
NCW capabilities all over the globe, this number 
would increase even more. Therefore it is probable 
that NCW capabilities may only be achieved in 
geographically limited areas due to limitations 
imposed by the number of satellite systems 
available for completing the links required by the 
network. 

The need for satellites also increases the costs of 
building such networks. In 1999 the US had $100 
billion invested in space and in the next decade 
1,000 satellites are expected to be launched into 
space. The costs for launching these was estimated 
to exceed half a trillion dollars.44 These satellites are 
meant for a multitude of tasks from meteorology 
to relaying TV channels, and by themselves do 

not constitute the satellites needed for NCW. If the 
intention is to provide a NEC on a global scale, the 
estimated bill for providing the satellite coverage 
envisaged may be extrapolated from these figures 
to get an idea of the magnitude of costs involved. 
It may not be possible to meet such budgetary 
requirements, even for a country like USA. Thus, 
budget considerations will also constrain NCW 
capabilities. On the other hand, in a budget limited 
military force, the costs of continued investment in 
NEC technology would probably be at the expense 
of reduction in training, essential force levels or all-
round capability. Therefore, while NEC may result 
in a leaner force with latent capability, it would 
probably be at the expense of losing traditional 
fighting skills and realistic training levels or result 
in restricted niche capabilities. The requirement to 
avoid these problems would then further increase 
the costs of building and sustaining a network 
centric force.

Another ‘hidden’ area that could increase costs is 
the need to protect the network. While all other 
forms of network nodes may be protected in 
some way or the other on the surface of the earth, 
protection of satellites is another matter. As the 
capability to wage a network centric war is heavily 
reliant on the use of satellites, they will become the 
‘centre of gravity’ of the NEC and a lucrative target 
of choice. This vulnerability of satellite systems 
will thus pose an additional problem on sustaining 
the NEC. 

In addition to the problems of long-range 
connectivity and the over reliance on satellites, 
there is the need for transporting large amounts 
of information on the network. This brings up 
the question of the availability of adequate 
bandwidth, i.e. the amount of information that 
can be transmitted at any one time. The increasing 
ability of sensors to transmit intelligence through 
video and the increasing demand for information 
in a visually appealing format whether it is for 
intelligence or video conferencing will place a 
heavy demand on bandwidth and a network 
centric force will therefore always use up whatever 
bandwidth is available.45 As the number of force 
elements increase, this demand would increase 
exponentially. In fact, the lack of sufficient 



  67

bandwidth and its allocation was one of the major 
problems in communication during Op Enduring 
Freedom.46 In the Global 2000 war game the 
available bandwidth was quickly saturated and 
caused the technical performance of the network 
to deteriorate.47 Similar problems were faced in a 
NCW simulation exercise ‘Millennium Challenge 
2002’, during which the US Defence Information 

Systems Agency 
conducted tests 
to determine 
bandwidth 
requirements 
and discovered 
that the small 
simulation 
network 
connecting 30,000 
platforms was 
running at 48 
megabits per 
second. (This is 
a long call, as 
present battlefield 
information 
systems 
communicate 
at only small 
fractions of 
this value.) 
The network 
therefore had to 
be adjusted to 
reduce this need 
to 10 megabits per 

second.48 A medium scale operation could easily 
involve more than 10 times this amount, giving 
an idea of the amount of bandwidth that may be 
needed to satisfy a basic NCW capability. In the 
high frequency bands this bandwidth may be 
eventually realised, but achieving this requirement 
in the presently cluttered V/UHF bands is likely 
to pose problems. For example, while optical 
fibre can provide 100 Mbps connections between 
MoD and PJHQ, and satellite communications can 
provide 8 Mbps to JTFHQ, the bandwidth down to 
the lowest sub-unit relying on such V/UHF bands 
reduces to about 8 Kbps49 — a figure not likely to 
provide impressive NCW capabilities. 

In addition, assuming that the physical structure 
of the network could be set up and that sufficient 
bandwidth existed to transport the collated 
intelligence, there would still be a problem with 
respect to putting the information into context 
so as to translate it into meaningful knowledge.50 
This will not be an easy task and as vast amounts 
of information are continuously gathered from 
the battlefield, the complexity of this task will 
exponentially increase. Knowledge representation 
methods will also need to be developed to store the 
context of the gathered information. Additionally 
techniques of depicting this information to force 
elements in forms appropriate to the context of 
the battle at their level will also need to be done. 
How will all this be achieved? As the nature of 
information needed at any given instant in the 
battlefield will continuously vary, the permutations 
and combinations of such representation 
techniques will put an enormous strain on the 
computing subsystems of the network. The time 
delays caused by this issue are likely to reduce the 
real time capability of the network, negating its 
very purpose.

Coupled to the issue of resolving intelligence to 
knowledge and presenting it to the network users 
is the problem of ‘understanding’ the presented 
information. It is common knowledge that given 
the same ‘picture’ of the situation, different 
individuals perceive and absorb what they see 
in a different manner.51 Therefore the crucial 
and basic assumption, that it will be possible 
to develop a ‘common operating picture’ and 
‘shared awareness’ is not likely to be correct. As 
NCW proposes to garner synergy from ‘shared 
situational awareness’ and ‘shared awareness’ 
of the commander’s ‘intent’, the very lack of 
commonality in what is ‘shared’ within the minds 
of people is likely to subvert the intentions of 
NCW.  Worse still, human decision-making alters 
under stress.52 How will commonality in thought 
exist when war itself is stressful? The problem of 
generating a common understanding is enhanced 
in coalition environments, where military and 
civilian personnel of varying cultural, ethnic and 
religious backgrounds need to work collectively. In 
a paper written on the Exercise Bridge to Global 99 
at the Naval War College USA, one of the lessons 

During Op Enduring 
Freedom, despite the 
availability of Hellfire 
missiles on Predator 
UAVs (to reduce the 
sensor to shooter time 
gap) the problem of 
target identification still 
posed sufficient problems 
to negate the advantages 
of such systems



learnt was that global situational awareness was 
a myth: assuming that such situational awareness 
exists could be hazardous.53 At this stage even if it 
is assumed that the hurdles relating to technology 
are overcome, it becomes apparent that the real 
problem areas appear where the network interfaces 
with humans. 

As one of the important objectives of NCW is to 
provide the capability to attack time sensitive 
targets, the next foreseeable problem is the 
question of how such intelligence may be quickly 
retrieved for action. During Op Enduring Freedom, 
despite the availability of Hellfire missiles on 
Predator UAVs (to reduce the sensor to shooter 
time gap) the problem of target identification 
still posed sufficient problems to negate the 
advantages of such systems. Although the rules 
of engagement in Afghanistan were perhaps more 
relaxed as may be expected in other conflicts54 
(as the case was in Op Telic), the unavailability 
of sufficient intelligence feeds to permit real time 
target identification restricted full exploitation 
of the available capability for time sensitive 
targeting. Therefore lack of capability in putting 
context to the intelligence and representation of the 
knowledge to the force elements so that they may 
take informed decisions is likely to reduce what 
may be expected from NCW.

Alternatively, the human mind is capable of 
assimilating a limited amount of disjointed 
information at a time. Therefore, simple 
representation of information (for example, 
the JTIDS air picture) will not be sufficient for 
commanders. As information is available on 
every force element (friendly or otherwise) the 
amount of information reaching commanders 
will be substantially higher than what is available 
at present. As long as intelligence is translated 
to knowledge and means exist to present it to 
commanders in an easily understood format, 
its sustained availability is likely to assist 
decision-making in the battlefield. However, 
as a consequence of slippage in meeting of 
timeframes for putting context to the information 
and as information continues to steadily flow in, 
the next problem that is likely to surface is that 
of information overload. This would result in 

commanders being engulfed in large quantities of 
incoherent information on which they would be 
expected to take decisions. Additionally, increasing 
information may reduce uncertainty due to lack 
of information, but it also increases the decision 
maker’s uncertainty, as alternatives become 
difficult to single out.55

Traditionally, humans confront lack of precise 
information with heuristic responses and 
‘rules of thumb’ behaviour allows us to handle 
uncertainty by taking intuitive decisions that 
reach back into the sub conscious centres of our 
brains for solutions. Simultaneously the amount 
of information that the human mind can scan is 
about seven words per second and process this 
information at a rate of one every 25 milli-seconds. 
Therefore, while there are advantages of collecting 
and organising large amounts of information, 
constraints on the information ‘bandwidth’ of the 
human mind and its traditional way of handling 
uncertainty impose fundamental limits on a 
human’s ability to guide events in war56 and lastly, 
as Macintosh states, “More information does not 
make for better decisions”.57

The other end of this problem is that, as more 
and more information becomes available to 
commanders they will always want more 
information before taking a decision.58 Therefore 
tools to assist commanders in utilising the vast 
quantities of information will need to exist before 
NEC may be gainfully employed. But do such 
tools exist today? More importantly, the author 
believes that as commanders increasingly rely on 
large amounts of information to take decisions 
their capability to take decisions in uncertain 
environments will slowly erode. Fast, agile and 
responsive action by commanders occurs when 
they rely on their intuition and experience. Over-
reliance on information systems for decision-
making will reduce this ability and probably be 
more counter-productive. Similarly if a soldier 
used to a network centric environment were to 
lose connectivity, his loss of situational awareness 
would be a lot higher than that of a soldier not 
used to it.59 This could have serious connotations 
on the battlefield. Therefore, it appears that 
irrespective of what solutions technology may 
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offer, the presence of humans in the network 
centric loop are likely to impose limitations on 
what may be expected from network centric 
technology. Alternatively, the persistence of high 
technology and over reliance on it will eventually 
corrode the traditional war fighting capability of 
humans.

In order to exploit opportunities of time-sensitive 
targeting, self-synchronisation and swarming 
as offered by NCW, it will be necessary that the 
decision making process is speeded up. The 
current hierarchical command and control system 
is probably not suited to meet this need, because 
it relies upon a vertical chain consisting of many 
layers between the commander and the force 
elements executing his actions on the battlefield. 
Therefore, while the capabilities to collect, analyse, 
contextualise and disseminate intelligence exist to 
help commanders take better decisions, the lack 
of proper C2 structures to exploit the capability 
will negate it. Alternatively, access to information 

Assuming that modern 
computational power can take 
on the burden of putting the 
information together and make 
a composite ‘picture’ of the 
situation, the ‘picture’ may itself 
be too complex to understand

US Air Force E-3D AWACS aircraft
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about every battle space element at higher command 
echelons may lead them to micro-manage the tactical 
level battlefield, thereby reducing the flexibility and 
agility of these war-fighting elements.60 This problem 
of C2 may be resolved only if proper doctrines 
exist on the subject. But, do such doctrines exist? 
The lack of doctrines for exploitation of NCW will 
limit its utility. Therefore, a major challenge will 
be the adaptation of the decision component to 
the new requirements of speed and tempo on the 
battlefield and achieving a balance between extreme 
centralisation or decentralisation.61 Once again, the 
humans in the loop and their interaction with each 
other appear as the limiting factor.

Similar to the issue of command and control, is the 
problem of lack of doctrines and training on how 
self-synchronisation (or swarming for that matter) 
may take place. At the tactical level, not only is it 
important that doctrines exist to define the nature 
of the command relationships vertically and 
laterally, but it is equally important that all force 
elements are trained to respond cooperatively. It is 
important to recall here that self-synchronisation 
relies upon a common understanding of the 
commander’s intent as well as the disposition and 
intent of all peer force elements. Pitfalls in sharing 
a common understanding of the commander’s 
intent have already been mentioned earlier, but 
even if such an understanding exists, how are 
these force elements to ‘realise’ their part in a 
dynamic battlefield without being commanded 
to enact their ‘subsets’ of the plan? This may take 
place only if these force elements have extensively 
trained together before with the network centric 
equipment.  Such high levels of training status may 
not be easily achieved. The inability to synchronise 
actions and confusion about a commander’s 
intent could then have catastrophic consequences 
in a network centric environment.62 To avoid 
such problems, training standards and operating 
procedures will need to be in place before attempts 
are made to use such technology on the battlefield. 
Therefore, it may be seen that promises made by 
technology will not bear fruit unless efforts are 
simultaneously made to address the issues of 
doctrine and training. Training takes time to catch 
up and in the meantime new equipment would 
be a burden to use.63 Rather than developing the 

technology and then developing the doctrine, it 
is be necessary for them to co-evolve. The central 
issue in training is that of C2.  The fact that C2 
structures have been more or less static for a long 
time suggests that inherent inertia to transform 
is likely to be a cause for concern in achieving 
NCW capabilities. In the Global ’98 War Game, 
existing command structures were identified as 
the single most difficult obstacle to achieving 
NCW capabilities.64 This aspect was noticed 
again in the Global War Game 2001, when in the 
absence of extensive indoctrination and training, 
personnel were unable to make the transition 
easily to networked environments.65 These human 
limitations will therefore need to be addressed 
along with improvements in technology.

Perhaps over and above all the hurdles mentioned 
above, as access to data increases, information security 
challenges will grow exponentially and security 
of the network will become crucial.66 As the entire 
management, control and execution of the battle 
plan is based on the accessibility of the network, 
its availability and robustness will need to be of 
high order. Over reliance on the network would be 
analogous to ‘putting all the eggs in one basket’. 
As information warfare techniques proliferate, the 
protection of the network will become increasingly 
difficult. The magnitude of the security problem 
may be realised by the fact that 95% of present 
military communications relies upon commercial 
communication networks.67 The loss of any existing 
terminal with the force elements could pose a 
significant risk to the security of the entire network 
or the loss of a network node due to enemy action 
could result in loss of effective control over a large 
segment of the war fighting elements.68 Alternatively, 
disconnection from the knowledge databanks could 
have more catastrophic results, with commanders 
losing situational awareness at a rapid rate.

From this viewpoint of computer network 
security at present only SOLARIS 8 from Sun 
Microsystems is certified to operate at the high 
level of functionality and assurance specified 
by US NSA and DoD.69 In spite of this, a large 
number of military systems worldwide continue 
to use Microsoft Windows NT Server, which is 
commonly known to have serious security holes. 
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As the number of applications across the network 
increases, the complexity of the task of providing 
security to these applications and the data they 
access will be a difficult time consuming task. In 
addition to plugging security holes in software, 
the need to ensure that real time security of 
network traffic is not compromised could lead 
to delays within the network. For example, 
during Ex-Strong Resolve 2002 (a major NATO 
exercise) security checks on a simple application 
like instant messaging resulted in delays of six to 
eight seconds for each message.70 Such penalties 
for maintaining security may actually negate the 
tempo building effects of NEC. Alternatively, 
instead of becoming the war winning formula 
to regain the ‘edge’ in battle space, if improperly 
protected NEC could become its Achilles Heel.

Probably the biggest hurdle in achieving a NCW 
capability would be the limitations imposed on 
its use in the transition period. At one benign end 
of the segment this could imply that some force 
elements would not have access to the kind of 
information that other force elements have.71 It 
could also suggest that their lack of ‘connectivity’ 
effectively removes them from the chain of force 
elements with which they could possibly collude 
or self synchronise (i.e. they would be left out of 
the ‘game’). However, the transition period could 
also have a darker side. It may be recalled that in 
a network centric environment all friendly force 
elements must be aware of each other’s disposition 
and intentions. Lack of connectivity within the 
network centric environment could then easily 
result in fratricide as the lack of information on 
any element would cause it to be classified as 
the enemy. As connectivity in a network centric 
environment is ‘assumed’ the probability of 
fratricide when connectivity is lost is higher in 
a network centric environment than otherwise.72 
Thus elite digitised forces such as the US Force 
XXI would probably have to operate in isolation, 
negating the very intentions of networking. Thus 
while experimentation continues, actual operations 
will need to be conducted on the basis of the least 
common denominator within the forces.73 

The ability to wage network centric warfare would 
depend upon two broadly defined areas: firstly 

the ‘Physical’ portion consisting of the physical 
network connecting all war—fighting elements, 
its networking protocols, databanks, algorithms 
to manage knowledge and display systems to 
interface the knowledge to the force elements; and 
secondly the ‘Behavioural’ portion that concerns 
issues like command and control, dealing with 
information overload, collaborative decision 
making, self-synchronisation and swarming 
etc. The author believes, as explained in the 
paper above, that at sometime in the future the 
aspects concerning the availability of the physical 
portion of network centric capability will not be 
a problem and that the major obstacles reside in 
the behavioural portion. Now, some proponents 
of NCW believe that NCW itself is not about the 
ability to network, but how networking will alter 
our behaviour in future combat. In the words of 
Admiral Cebrowski, NCW is less deterministic 
and more emergent and has less focused on 
the physical than on the behavioural.74 With 
this premise greater attention will need to be 
paid towards the behavioural portion of NCW 
as compared to the technological aspects, i.e. 
the limitations imposed by the human factor in 
network centric operations.

The largest subset of the hurdles surrounding the 
‘behavioural’ aspects of NCW revolve around 
translation of intelligence to knowledge and 
the assimilation of this knowledge by the force 
elements so that they can take faster decisions. 
A look at the investment areas needed for NCW, 
as stated in the US DoD Report to the Congress 
on NCW, highlights this concern. In the report, 
out of the nine major areas needing investment, 
five revolve around this issue. Some that shed 
light on the areas of concern are ‘sense making 
processing’, ‘visualisation’, ‘estimation and 
inference engines’, ‘automated learning’ and 
‘information representation technologies’. 75 It does 
appear to look as if the technology providing the 
connectivity will not be a problem area, but the 
‘human factor’ in the network-centricity that will 
probably need to be the focus of attention.

To understand why, let us take a look at the OODA 
loop. The process of observation is a continuous 
process.
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As long as information is required, the process 
continues, the time taken for this process being 
fixed and decided by the kind of observation 
platform used (i.e. satellite, radio, humans etc). 
Similarly, the process of action is more or less a 
function of the mobility of the force elements and 
to some extent of their organic firepower. For most 
battlefield entities, both these values are also more 
or less invariant. That leaves us with orientation 
and decision. These may be speeded up but as it 
may have been noticed, both concern the human in 
the network centric loop. 

Orientation is achieved when all pieces of 
information translate to an understanding of 
the situation, i.e. all pieces of information fit 
together as a jigsaw and sense can be made out 
of the information as a ‘whole’. Assuming that 
modern computational power can take on the 
burden of putting the information together and 
make a composite ‘picture’ of the situation, the 
‘picture’ may itself be too complex to understand. 
For example, take the case of fusion of the radar 
pictures from various ships in a battle group with 
AWACS to build a composite air picture. While the 
‘picture’ may be complete in all respects the sheer 
amount of information on the screen could clutter 
it up to make it useless. Then again the immense 
amount of information of the screen would make 
it impossible for a watch officer to coherently 
answer a simple question as ‘Can you tell me 
what’s going on in the air’. Alternatively, even if 
a complex ‘picture’ is understood, can a decision 
that accurately balances the considerations of 
all aspects of the picture be taken in a timely 
fashion to exploit the information advantage? 
The author believes that human limitations of 
knowledge assimilation and human inability to 
pay cognizance to a large number of factors before 
taking a decision will be a serious impediment. 
Therefore in the aspirations of NCW, there will 
be an upper limit to the advantages that may 
be garnered from network centricity and these 
limitations will be imposed by the presence of 
humans in the loop.76

Having studied the promises and pitfalls of NCW, 
it is therefore time to review the situation and 
capabilities existing at present. This is necessary 

for finding solutions as to how the defence forces 
should adapt themselves in the near future. As 
mentioned earlier, the first step could be the 
development of a concept of what we expect to do 
with network centric operations before we start 
creating information architectures.77 This will pay 
due cognizance to the behavioural/human factor 
aspects of NCW in time, lest technology leads us 
up a blind alley. The process will then chart out the 
‘art of the possible’ to find a middle path between 
the optimistic promises of NCW and the simplistic 
assurances of NEC. 

To reiterate, there is a need to acknowledge the 
fact that the drive towards network centricity is 
an emergent military response to the information 
age. The process of networking all sources of 
information is a process that will continue. 
Demands on information technology to meet the 
world’s knowledge processing requirements will 
continuously increase and information technology 
will not fail to provide solutions. However, as 
determined above in the paper, the limitations 
imposed by the humans will need closer attention. 
As a consequence when addressing the question 
of data fusion and presentation, it will be more 
important to determine how the human element 
will interpret presented information than how it 
needs to be fused to knowledge in the first place. 
It will be more important to study aspects of 
training that could improve our ability to develop 
a ‘common’ understanding of concepts rather than 
to study how the capability to chat on computers 
may be provided to tank crews. Similarly, 
command and control relationships will need to 
be addressed to determine how the advantages of 
network centricity may be exploited. Ultimately, 
the success of NCW will depend not upon 
technology but upon how the war fighter will 
exploit the information advantage it provides.78

A careful look at the aspirations of NCW indicate 
a strong desire for gaining the ability to increase 
the battle tempo to limits that make it appear as 
chaotic to the enemy. Perhaps to even operate 
so fast that the battle is over before the enemy 
can react and no friendly forces are lost. But 
technology has its limitations and costs. There is 
no flaw in the military drive towards embracing 
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the rewards offered by information technology, but 
in the exuberance to achieve quick fix solutions the 
crucial areas may be overlooked until it is too late. 
When large-scale changes are required to the core 
techniques of waging war, investment in flawed 
principles could have drastic consequences. Thus, 
while many believe that doctrine and training 
must co-evolve in the drive towards network 
centricity, perhaps it would be better if endeavours 
in these areas were actually in the lead.

Finally, in the drive to fight clean and efficient 
battles, we must not lose sight of the enemy. In the 
present security environment, it is improbable that 
any two nations of great military capability will 
face each other. If NCW is not likely to provide any 
substantial advantages against enemies who are 
measurably inferior in capability,79 then the belief 
that NCW will make a great difference, which 
is based upon theorising that our information 
technology vulnerabilities are mirrored by our 
enemies, will prove to be false.80 Therefore it is 
essential to ensure that NCW remains a natural 
course of evolution for the military and not an end 
in itself.
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