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Abstract: Artificial Intelligence (Al) has the power to drive dramatic transformations which

will undoubtedly lead to major economic and social benefits. We discuss the history, the future
and the challenges Al presents in how we implement this technology in a safe, requlated

and ethical manner. Al has a history which Britain should be proud of and organisations such
as the Alan Turing Institute are paving a way for the UK to remain a centre of expertise for

Al across the world, breaking new ground towards the goal of requlated, safe and ethical Al.
Without doubt there are still ethical and trust related questions that remain unanswered but as
the UK continues to pour more effort into the difficult questions raised by its implementation,
the future for Al in the UK remains bright.
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The History of Al

ess than ten years after breaking the Nazi Enigma encryption with his code breaking

machine ‘The Bombe; helping the Allied Forces win World War Il, mathematician Alan
Turing published the paper‘Computer Machinery and Intelligence’’ The 1950s paper
really defined the vision for Artificial Intelligence (Al) as we know it today by asking the
question ‘Can machines think?’ The powerful nature of ‘The Bombe] also considered the
first electro-mechanical computer, sparked a notion in Turing about whether machines
could have intelligence. Even before the war his famous paper‘On Computable Numbers,
with an Application to the Entscheidungsproblem’? explained the mathematical concept
that computers could be programmed and adapted to different functions depending
on their instructions.? In his 1950’s paper ‘Computer Machinery and Intelligence’ Turing
proposed what is now known as the Turing Test, its purpose was to test the intelligence
of a machine. The fundamental principle of the test was whether a human could
distinguish if they were interacting with another human or a machine, if not then the
machine was said to have intelligence. Although contested by philosophers such as
John Searle and the famous Chinese Room Argument, the method is still used today as
a marker for AL*> It was not only Turing that was progressing the field. In 1950 Claude E.
Shannon of Bell Telephone Laboratories published the paper ‘Programming a Computer
for Playing Chess'® At this time IBM were developing the first computer that could store
information, the 701. After reading Shannon’s paper, Arthur Samuel, a researcher at lllinois
University, decided to make a program that could play draughts (checkers). Samuel was
quoted to say 'l started writing a program for a machine that did not exist, using a set of
computer instructions that | dreamed up as they were needed’’” In 1952, he teamed up
with IBM and using the 701 Arthur Samuel developed a computer program which could
play draughts. This was the first example of a program which could learn.? In 1951 Marvin
Minsky and Dean Edmunds proved the first Artificial Neural Network (ANN) with vacuum
tubes representing a network with 40 neurons.®

The term Al was officially introduced in 1955 by John McCarthy (Dartmouth College) who,
along with fellow researchers Minsky (Harvard University), Rochester (IBM), and Shannon

(Bell Telephone Laboratories), wrote ‘A Proposal for the Dartmouth Summer Research Project
on Artificial Intelligence’® The intention was to bring a group of mathematicians and scientists
together for the summer of 1956 to look specifically at the simulation of human intelligence
in machines. McCarthy stated ‘we will concentrate on a problem of devising a way of
programming a calculator to form concepts and to form generalisations' The conference
awakened a spirit between a group of experts from different disciplines to pursue the answer
of whether machines could think. In 1957 an ANN called Perceptron was developed by Frank
Rosenblatt. Rosenblatt based his research on how the eye of a fly worked, as the processing
needed to tell a fly to move was done within the eye. The New York Times reported that the
US Navy ‘expected it to be able to walk, talk, see, write, reproduce itself and be conscious of
its existence’'? The two layer learning network is the oldest neural network still in use today
but for functions such as classification.™
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From that point until the 1980s technology improved to allow more information to be stored
in computers and at less financial expense. Newell and Simon developed the General Problem
Solver (GPS) in 1959. This was an important step forward because prior to this software

was programmed to solve one problem and one problem only. The GPS solved multiple
problems using the same algorithm.™ In this year the term ‘machine learning' was coined by
Arthur Samuel in a report which talked of a computer one day being able to beat a person

at draughts through learning.’® In 1966 a professor of Massachusetts Institute of Technology
(MIT), Joseph Weizenbaum, published a paper called ‘ELIZA--A Computer Program For the
Study of Natural Language Communication Between Man and Machine’"” This was the first
example of Natural Language Programming, a program which interacted with a human
through an electric typewriter. The program worked by breaking down a user’s input into
smaller parts and then repeating parts of the text back in a way that allowed the conversation
to continue. However, 'Eliza’ created some hype with many people believing that she could
understand people. It even resulted in some psychotherapists promoting ‘Eliza’as a useful tool,
not understanding at all how the program worked. It is a useful reminder today that we need
to understand how a system or program works before we make claims as to its wider use.
Weizenbaum went on to work for social responsibility in these areas as he was so disturbed at
how quickly people were willing to put complete faith in a machine.’®

Government agencies such as the Defence Advanced Research Projects Agency (DARPA)
began to take an interest in Al around this time. However, there was a vast step between
programs such as ‘Eliza’and a machine that could truly understand the meaning of words

in many combinations. In 1969, Minsky and Papert published a paper called ‘Perceptions:

An Introduction to Computational Geometry''® which concluded that there were serious
limitations that existed with simple neural networks. Challenges were becoming more
apparent such as the lack of computational power and memory storage for computers to do
anything really substantial in terms of Al. By the 1970s the passion and funding diminished

in the light of these challenges. In the late 1980s Minsky and Papert came under criticism

that their paper had directly contributed to that lack of funding. They defended themselves
claiming progress had already dwindled due to a lack of understanding of how neural
networks were able to recognise patterns as they did.?® They were not the only ones to doubt
the value in pursuing research into Al. In 1973 Brian Flowers, the head of the British Science
Research Council, requested a review of Al which was conducted by Professor Sir James
Lighthill of Cambridge University. Known as the ‘Lighthill Report; Lighthill concluded that

‘in no part of the field have discoveries made so far produced the major impact that was

then promised’?' The paper directly contributed to the British government restricting support
and funding to only four British universities.??

By the early 1990s there was a realisation of just how many rules’would be needed for systems
to start to mimic human intelligence. Other challenges remained, there was still a lack of
knowledge as to how the machine was actually doing the reasoning, could we really even call
it reasoning? This lack of understanding was known as the black box effect.? Despite these
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challenges, many new achievements were made in the 1990s and 2000s. Speech recognition
software was first implemented on the Windows operating system.* Now residing in the
Smithsonian Museum in Washington DC, IBM's chess playing computer program ‘Deep Blue’
beat the world champion Garry Kasparov in May 1997.%° This fulfilled the famous 1957
prediction made by Herbert Simon that ‘within 10 years, a computer would routinely beat the
world’s best player’2¢ Although 20 years late, Simons prediction did come true. It is important
to note that the change over that 30 year period was not in the sophistication or suitability
of Al algorithms but in the advancements made with computational power and available
memory. The technology had finally caught up with the theory.

In 2009, Google developed the first driverless car which went on to pass a driving test in
2014.% In 2015, Google developed a Deep Learning program called AlphaGo which beat the
world champion of a board game called Go. This was significant because Go had 361 possible
moves, which was complex compared to chess with just 20 moves.?® It showed just how far
the field had come in a relatively short space of time. In 2017, Hanson Robotics in Hong Kong
produced Sophia, a social humanoid robot who even presented the Good Morning show
with Piers Morgan.?® The potential for Defence was reported in 2017 by Allen and Chan who
concluded that Al had the potential to transform modern warfare, to a greater extent than
even aircraft, nuclear weapons and computers and even drive change for national security
through military, information and economic superiority.*

In 2018, we saw the introduction of Deepfake where a person in a video could be replaced
with someone of a similar likeness using a type of Deep Learning called Generative Adversarial
Networks.3' In 2019 Google and North Western Medicine produced a deep learning algorithm
that detects lung cancer with higher accuracy than radiologists using Computer Tomography
(CT) scans.®2 2020 introduced Mayflower, the first Al controlled crewless ship to sail the Atlantic
Ocean.® In 2021 we observed Al play a critical role in the fight against COVID-19, where it has
been used in the search for drug treatments, potential vaccines and to predict the spread of
the virus.3* It is without a doubt that Al has changed our lives significantly over the last 80 years
but it is vital that we understand the limitations that exist with Artificial Narrow Intelligence
(ANI) today and consider the challenges Al presents both now and in the future.

Terminology
Artificial Intelligence

Al covers a wide spectrum of applications and technology. It is therefore helpful to break the
term down into three categories, ANI, Artificial General Intelligence (AGI) and Artificial Super
Intelligence (ASI). Most of the work being conducted around the world today falls into the
ANI category. ANl is where the intelligence relates to a specialised problem set, for example
driving a car, playing a game of chess or diagnosing a particular medical condition. There is
no consciousness or general intelligence as ANI operates within pre-defined parameters, even
when it looks like it is more sophisticated. When we think of the algorithms that sit behind
Facebook news feed, Google translate and Siri, we are looking at ANI. It is unable to adapt to
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its surrounding, even a self-driving car is operating within set parameters, it does not ‘think’3*
That is not to say that ANI does not have the potential to exceed human abilities in specific
scenarios, in many cases it already does.

AGl captures the original intent of the work of Alan Turing in his 1950's paper‘Computer
Machinery and Intelligence’3¢ where he asked the very important question,‘Can machines
think?. The development of a program that can control its learning on its own and solve many
different complex tasks in many different domains.3” Martin Ford in his 2018 book Architects of
Intelligence interviewed 23 of the leading researchers in Al today and asked them to guess the
year in which we will be at least 50% towards a functioning AGI. The director of engineering
for Google, Ray Kurzweil, put forward the year 2029 and Rodney Brooks, co-founder of iRobot
guessed 2200. The other 16 guesses lay in between those two extremes.*® The point being,

no one really knows.

AS| then is defined by Oxford Philosopher Nick Bostrom as ‘any intellect that greatly exceeds
the cognitive performance of humans in virtually all domains of interest’3 This is where

we get into the realms of humanity changing far beyond how we know it today. But there
are many challenges still ahead for AGl and ASI. Modelled on the human brain, we still lack
the knowledge to be able to reproduce even simple functions such as sight, let alone
complex ones.

Machine Learning

Machine Learning (ML) is a subset of Al as shown in Figure 1. Deep learning is a subfield of ML
and ANNs are a type of deep learning algorithm.
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Figure 1 - The difference between Al, ML and Deep Learning

In the last section we discussed ANI and how programs are written to perform a specific task,
sometimes better than a human. ML is a technique to achieve Al. Algorithms find patterns in
data using statistics, hidden underlying patterns that we would struggle to discover without it.
Today ML algorithms are present in all types of applications from ‘Google Search; to the spam
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filter on your email or Netflix recommending a new series for you to watch. It's behind world
changing breakthroughs like creating new drugs and detecting cancer. In 1959 Arthur Samuel
defined ML as a ‘field of study that gives computers the ability to learn without being explicitly
programmed’* What Samuel is really telling us is that the difference between a ML algorithm
and a traditional algorithm is down to how we define it.

Data ———#

Qutput

Program ————

Machine Learning Program

Figure 2 - The difference between Traditional and ML algorithms

As seen in Fig. 2, in traditional programming, we feed input data into a well-tested program.
Then the machine would generate an output. ML algorithms during the learning phase take
the data and, depending on the type of ML algorithm used, the output too. The ML algorithm
generates the program itself by finding patterns inherent in the data.

Deep Learning

Deep Learning is a subset of ML and the most common type in use today are ANNs inspired by
the workings of the human brain. The human brain has around 200 billion neurons with 10,000
synapse connections, each with 1,000 possible states.*' In Fig.3 we consider an Artificial Neural

Network (ANN) which takes an input, for example an image of a car would be represented as

a series of pixel values. Then the output of the input layer becomes the input to the next layer,

and so on.

Inputs * - Dutputs

Input : Qutput
Layer Hidden Layers Layer

Figure 3 - Artificial Neural Network Structure
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Each layer performs a different mathematical function on the data. For example, Convolutional
Neural Networks (CNNs) have a series of convolutional layers, performing the mathematical
operation of convolution. Training data propagates forward through the network and when

it gets to the end the error is calculated between the prediction (image is predicted to be a
car or not a car) and the actual output (image is actually a car or not a car). A process called
back propagation then occurs whereby a weight will be adjusted in each neuron based on the
error. As this process repeats with each training cycle, the error is minimised and the algorithm
‘learns’ by adjusting the weights.*? Successfully adjusting the weights requires a lot of data and
not enough data can lead to poor performance.®

Big Data

Gartner defines Big Data as 'high-volume, high-velocity and high-variety information assets
that demand cost-effective, innovative forms of information processing for enhanced insight
and decision making'* Big Data is not defined by specific metrics such as size, it is defined
because the way we process data through traditional methods is no longer fit for purpose.
Today we face challenges not only of size but of data being required to be processed at

real time speeds and the fusion of data types available through many different sensors.

So when big data is considered, we are considering technology that processes and analyses
this data in new cost effective and innovative ways.* The RAF, in collaboration with Joint
Forces Command, is at the forefront in the development of platforms which can integrate
between different operating environments, for example the F-35 Lightning Il 5th Generation
Fighter Aircraft. The F-35 has a multitude of sensors on board including real time video, active
electronically-scanned array radar and infrared search and track functionality.*® Effective data
analysis could have enormous benefits from efficiency to cost saving and reliability.*”

Challenges and Limitations

Bias and Variance

Arguably the biggest challenge for Al today is the data. There are two types of error called bias
and variance that we must consider. The origins of bias are introduced into the data and can
be much more subtle, while variance is inherent noise within the data itself. There is also a
trade-off between the two that must be taken into account.

Bias is the difference between the model’s prediction and the actual value. High bias is where
the model learns the same thing wrong consistently. It oversimplifies and struggles to learn
the actual pattern of the data, as seen in Fig.4, which shows the pattern between garden size
and house price. Models are therefore consistent but inaccurate, this is also known as under-
fitting. Models with high bias have a large error when we train the system and a large error
when we give it new test data.®® Just like with people, we can be said to have a‘bias’ towards
someone and if so, we are more likely to make incorrect assumptions based on that bias.

Rt. Hon. Jeremy Wright speaking at the 2019 Al Summit stated “The algorithms and structures
that govern Al will only be effective if they do not reflect the subconscious biases of the
programmers who create them"* Bias can have serious consequences in real life systems
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and the origins of where bias comes from can be quite varied, often differing depending on
the domain. A researcher from MIT states ‘Imagine a scenario in which self-driving cars fail
to recognise people of colour as people — and are thus more likely to hit them — because
the computers were trained on datasets of photos in which such people were absent or
underrepresented *° If we fail to eliminate bias it could cause serious harm.
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Figure 4 - Bias (left), Variance (right)

There are several different types of bias that we should be aware of. The first type to consider

is sample bias, when the training data does not match the environment the system needs to
run in. For example, training an object detection system during the day and then expecting

it to perform at night time. To make a useful model, the training data must match the data
from the real world where the system is going to be used as closely as possible or else we may
introduce sample bias. This is not a one-time consideration. An important question to examine
is how much change a system can cope with before new data is required and re-training of the
model so that sample bias doesn't creep in over time.

Exclusion bias occurs when we remove information from the data that we think is not relevant
to the output. There are many examples for ML using the Titanic dataset which is used to try
and predict who would live and who would die. If we remove the information regarding
passenger identities (IDs) from the dataset, thinking it not relevant to the question of who
would survive, we would be wrong. Passenger IDs were linked to room numbers which was
relevant to how far passengers physically travelled to get to the lifeboats when they needed

to evacuate the vessel*' So a correlation does exist between passenger ID number and
survival. Exclusion bias is especially important when we consider big data, if we are not using
all the information then we must ask ourselves whether we are sure the pieces of data we are
disregarding are not somehow connected to the output. In some respects the power of ANI
models lies in allowing the models to find patterns and connections which a human operator
may not see. Next we have Observer bias, when we see what we expect to see, based on our
own prior knowledge and experience (conscious or unconscious). A famous example of the
adverse effects from observer bias is that of psychologist Cyril Burt in the 1960s. He did a piece of
research which included case studies and 1Q testing, suggesting that children from low income
families had lower intelligence. His findings were later dismissed due to observer bias but his
outcomes had already influenced the creation of a two tier educational system in the 1960s.3?
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Next, we have Prejudice bias. In 2014 Amazon started using ML to review job applications,
to help search out new talent. By the end of the year it could be seen that the system did
not seem to like women! It turned out that Amazon had used ten years' worth of training
data but within that timeframe most of the applications came from white males.
Unintentional prejudice bias had entered the system, a true reflection of the industry at

the time but not what Amazon wanted for the future.>®* So not only must we match the real
world as closely as possible with our data, we must also match what we want the real world
to look like because the machine will do exactly what we have asked it to do. Lastly, we
consider Measurement bias where results can be skewed by the equipment used to
measure or observe. We have seen examples of this in video and imagery detection systems
whereby a particular camera is used in training and then a different type is used on the

real system.

High bias can be mitigated by adding more features to the input data or increasing the
complexity of the model. What is the best way to eliminate bias? Through good planning
and asking pertinent questions like what do we actually want to achieve? For example,

I have a system which can detect GPS jammers using radio frequency signals and | want to
use it in a city. If I trained my system in a benign environment, in a field somewhere with
nothing else going, it might not perform well in the city where we have numerous other
emitters in the same part of the spectrum. What if operationally we cared about mobile
jammers, but the system was only trained against static ones and it fails to detect the ones
we need it to. These biases could have been prevented through a better understanding of
the operational environment which is paramount in the development of these systems.
Lieutenant General Mike Groen, Director of the US Joint Artificial Intelligence Center says,
‘Al expertise isn't the only kind you need.... If you want Al to schedule mid-air refuelling for
those aircraft or ammo resupply runs for that artillery, you need experts in logistics. He goes
on to say 'if you don't have a handle on your data, then you can't do Al'>* Planning is key to
the elimination of bias and it is an important consideration for the military, to make sure we
have the correct operational input.

However, it is important to note that some risk will remain and will need to be explained.
For example, we encounter a new type of GPS jammer which we have not seen before so
the system was never trained against it. These systems are using the past to predict the
future and there will always be a risk that the future will have expanded before we know
about it. This is no different to a trained human operator missing a new threat they have not
seen before. Another challenge inherently linked to our risk acceptance level is specific to
neural networks, the black box effect that we talked about earlier. If we do not understand
what an ANN is choosing as features or why, then we cannot be sure that we have not
introduced bias into the system which could lead to the system failing in the future. All we
can dois our best level of planning to eliminate bias and then we must accept the risk if we
are to use the system. We can also not explain the ANN actions if necessary which makes
attribution of fault difficult when the system does not operate as intended. To an extent this
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can be mitigated by carefully considering the application it's used for and what the risk is if
something goes wrong. The advantages of using a model may greatly outweigh any risk but
we need people who understand Al and the operational application of a model to inform
those decisions.

Variance shows how varied or scattered the predicted results are compared to the actual
results, see Fig.4 (right). If we do not have enough data we run a big risk of our system not
being grounded in reality.* This is known as overfitting or having high variance, a common
problem which will have a programmer believe their classifier is 100% accurate in training.
However, when the system is given new data which it hasn't seen before the accuracy drops
significantly. The system just got really good, too good at understanding the training data
and has incorporated any noise when establishing the pattern with the output. There are
techniques such as cross validation which can highlight this problem. It is essential to know
that the results we are looking at are accurate and the model is not overfitting. High Variance
can be mitigated by adding more input data, having a larger dataset or by reducing the
number of features in the input.® For example, if we were looking to predict the selling price
of a house, we may include features such as number of bedrooms, whether it has a garden,
proximity to schools and the colour shoes | was wearing when | put the house up for sale.

A bit of an extreme example but we can have features in our data which are not related to
the output and therefore are additional noise.

Giving the algorithm the right data is especially important when we consider ANNs. This is
because we cannot always fully understand which bits of the data the ANN is counting as
important and using to make patterns.®” So if we give the ANN features which are not relevant
it could make a correlation to the output which is incorrect. On the flip side of the coin, it could
see a correlation which we don't, like we showed with the Titanic dataset with passenger IDs.
The difference to note on bias and variance, is that variance is a result of real noise in a dataset,
while bias is something which is introduced.
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Figure 5 - Bias Variance Trade-Off
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The ultimate goal would be a model that displays low bias and low variance but in reality
there is a bias variance trade-off as seen in Fig.5. A balance between the two is essential as

we cannot be more complex and less complex at the same time, we cannot minimise both
bias and variance together.*® We do need some noise for our models to function optimally.
Neuroscientist Erik Hoel is working on a theory that our brains purposely introduce 'noise’ as
dreams when we sleep to improve our performance in our waking lives. Dreams are normally
warped versions of reality and they create a physiological state in the brain similar to being
awake but with the addition of a chemical that causes paralysis. Hoel theorises that the brain
faces the same challenge of overfitting, that our training data becomes highly biased and that
dreams are noise injections’ which counter the risk of us learning too narrowly.

Ethics, Safety & Regulations

As this paper is written, both AGI and ASI simply do not exist. The Al that we encounter today
is ANI which poses no existential threat to humans.®® ANl is described in the book Megatech:
Technology in 2050, as mindless algorithms with the intelligence of an abacus: that is, zero!®’
However, although not existential, | do believe ANI to pose some threats to humans, not from
machines but from ourselves. That could be from poor design (for example not considering
the elimination of bias), intentional interference (for example with training data) or the misuse
of Al for malicious purposes.

The intentional corruption of training data for malicious purposes is a real concern, RAND

have termed it intentional bias.%? For example, a ML algorithm that is being used for object
detection for a self-driving car would need to recognise road signs. Stop signs are red in colour,
with white writing and in the shape of an octagon. Say a hacker infiltrates our training data and
puts the upside down smiley face “*' emoji within the class of images that are 'not stop signs’
Now when this system is in the real world and the hacker gives it an image of a stop sign with
an upside down smiley face “* emoji, the car will likely drive straight through the stop sign.
This is because the algorithm will have learnt a pattern or association between the upside
down smiley face emoji and the 'not a stop sign’class.®® So it is of the upmost importance to
protect our training data.

We have to remember that ANl is very good at what we have asked it to do but only that
and nothing more. When we give it pictures of a dog, it doesn't understand what a dog s,

it sees a matrix of pixels with varying intensities, in those intensities it finds a pattern that it
then correlates with a dog. There is no understanding of its meaning, there is no intelligence.
It does what it has been asked to do. Therefore it is very susceptible to misuse. Al enabled
hacking has shown itself to be possible with technology from self-driving cars to drones.
These are challenges with physical consequences if they are not addressed soon and bring
up serious concerns around trust.#* In January 2020 Google’s CEO Sundar Pichai made a plea
for the regulation of Al, stating that although it was being used for amazing feats such as
detecting cancer, the potential for its misuse was great. Examples given include the potential
privacy violations and misuse of facial recognition and the need to update regulations for
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self-driving cars which will require different governance to that of mechanical cars.® This was
followed shortly by the EU in February 2020 releasing a white paper on Al with the intention of
regulating transparent and trusted Al.

So we ask the question can regulations help to build trust in Al? Building trust in Al is
intrinsically linked to the ethical use of the systems. At the 2019 Al Summit Rt. Hon. Jeremy
Wright stated ‘Whilst we are optimistic about the potential of Al, it raises many new ethical
questions, that would have seemed like issues from science fiction only a few years ago'®’
The Oxford dictionary defines ethics as‘'moral principles that govern a person's behaviour or
the conduct of an activity'%® Western philosophers have debated ethics for hundreds of years.
If we consider the work of Aristotle, Kant and Utilitarianism we can attempt to boil down
ethics to'how society applies beliefs and values into short and long-term decision making'®®
The Alan Turing Institute defines Al ethics as‘a set of values, principles, and techniques

that employ widely accepted standards of right and wrong to guide moral conduct in

the development and use of Al technologies.” Al ethics considers the human behaviour
required to minimise harm in society, whether from design failures, misuse or unintended
consequences of their application.

Al ethics are needed because there is a potential for harm and we have a responsibility in the
design, manufacturing and operating of Al systems. The 2019 Defence Technology Framework
puts the onus on Defence to ensure Al developments are ‘safe, ethical and interoperable with
other nations so that we build consent for, and confidence in, their use’”! Professor Lee in his
paper ‘An Ethics Framework for Autonomous Weapon Systems’ explains some of the challenges
for the future of Autonomous Weapon Systems, describing each element as hugely complex.
In a complex system where machines are making decisions and automating cognitive
functions, it can be very hard to attribute a negative consequence. This is made harder in
some types of neural networks where the decision-making process is not transparent or

easily understood by humans. In 2017, a VW engineer received a 3-year prison sentence for
programming VW cars to look like they passed the U.S. environmental standards for diesel
emissions when they hadn't. The defence argued that the engineer didn't realise what he

was doing, he was just programming what he had been told to do.”? So where does the
responsibility lie? In criminal law, if a crime has been committed by someone without mental
capacity or by an animal, that person or animal could be found innocent but the person

who instructed them liable. Would our Al be an innocent party and the programmer held
responsible?”® Or the management or the company itself? The answers to these questions
need to be carefully considered both nationally and ideally one day be agreed to on the
international stage.

The Centre for Data Innovation ran a study in 2019 to determine which nation was leading
with Al innovation advantage. They found that the US led in absolute measure, with China
second and the EU behind that. It was noted that this could change with China making more
rapid progress than both the US and the EU.7# It was assessed that one of the contributing
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factors to China and the US being so much further ahead than EU countries was due to the
release of data. Al needs a lot of data and the report concluded that strict EU data laws would
make it very unlikely that a sophisticated Al would ever be produced from within Europe.”
This is further highlighted by the 2019 Defence Science and Technology Laboratories (DSTL)
paper which spoke of the need for the availability of Defence relevant data for Al systems to
be fully realised.”®

Another ethical consideration is addressed by Dr. Kai-Fu Lee in his book Al Superpowers.”

He discusses the Chinese adoption of a techno-utilitarian approach that holds a collective
good higher than individual rights. Dr. Lee challenges us to consider how the benefits that will
come from the introduction of technology such as self-driving cars could outweigh the bad.
A 2017 study conducted by the International Transport Forum which includes 57 countries
including the UK and the US, found that the benefits of automating road freight transport
would result in safer roads, fewer emissions and financial saving.”® In the UK alone in 2019,
there were 1,752 reported road deaths, 25,945 serious injuries and a total of 153,158 casualties
from road traffic collisions (RTCs).” The World Health Organisation (WHO) estimates that RTCs
cause the death of approximately 1.35 million people every year.® Self-driving cars could
dramatically reduce the number of deaths and injuries a year from RTCs but as the 2017 study
found, this would come at a cost of 2 million driver jobs across the US and Europe by 2030.%
What is of more importance? The greater good or the individual need?

As of today we have not had a machine make an autonomous decision on life and death
without a human in the loop. We may consider the future of military operations as the next
avenue to face that problem but in reality it will likely be tackled first with transportation.
In 2018 the Moral Machine Experiment® was conducted where 40 million responses were
evaluated from people in 233 countries spanning ten different languages exploring the
moral dilemmas brought to us by autonomous vehicles. The questions posed were those
surrounding activity and inactivity leading to the death of many or the death of a few.

This dilemma was introduced in the 1970s and is often referred to as the Trolley Problem.#
Although there were substantial cultural variations the results clearly showed that as a
collective we want to spare human life where possible, more life rather than less should be
spared and the young over the old. Therefore there is hope that we can come to some sort
of global consensus about the moral choices machines will make in the future.

However, we cannot deny there is a grave need for the regulation for Al today both for reasons
of ethics and trust. Since 2017 there have been over 22 different ethical standards published and
many countries investing in national policies and strategies.®*In the UK we have invested in four
institutions to implement this. The UK Al Council® was set up as a panel of experts which could
advise Government of the Al ecosystem. In 2021 they released a roadmap to the development
of a National Al Strategy®and the Office for Al was set up to oversee the implementation.?’
The Centre for Data Ethics and Innovation is a new body to help current regulators achieve the
task set out in 2020 by the Committee on Standards in Public Life (CSPL).®
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The CSPL decided that all regulators in existence in the UK would need to meet Al challenges
within their sector, rather than creating an Al-specific regulator.®®

Lastly, the Alan Turing Institute was announced as the UK's National Centre for Al and data
science, bringing together 13 UK universities to research the impact of Al on our society.*®
The Alan Turing Institute has already developed the FAST framework of Fairness, Accountability,
Sustainability, and Transparency for the design of Al systems.®* While the UK may be more
restricted compared to China and the US in terms of data protection laws, there is no doubt
that the UK'is still regarded as a centre of excellence for Al.22 Research firm Conilytica recently
reported the UK to have one of the strongest strategies for Al in the world. This included
government funding, research activity, Al business startups and enterprise adoption of Al.*3
So while there are still many questions surrounding ethics, trust and safety which remain
unanswered, the UK are breaking new ground towards the goal of requlated, safe and

ethical Al

The Future

When we look back at the history section we can see a race between the theory to make Al
work and the technology needed to enable it. The theory of ANNs have been around since

the 1950s. However, we are only just beginning to realise their utility over the last 10 years
because we now have the computational power, memory storage and large datasets needed
to fully enact them. Today, with the US assessed as leading the way for Al innovation advantage
and China fast on their heels,®* what is next for Al?

In recent years, the media has given much attention to Futurists who believe in the idea of
technological singularity, that there will be a single leap in progress where computers will
become more intelligent than humans. There are many opinions of when this could happen,
Brynjolfsson et al. suggest 2045 based on the analysis of current research, expenditure in Al
research and development and the growth of Al patents. We cannot deny that history has
examples of ground-breaking changes in technology which have dramatically changed the
way the human race functioned, for example the industrial revolution or the discovery of fire.
Could machines one day be more intelligent than humans? Will there be a single pointin
time where a giant leap is made? In 2005 Kurzweil published a book called The Singularity is
Near and he argued that up until 2005 technology growth had been exponential.®sIn 2019
he still believes this exponential trend to have continued and that it will lead to technological
singularity.®” However, many have argued that this theory lacks scientific grounding and that
exponential growth cannot continue forever, it will level out.*®

Other arguments include the fact that intelligence is more than an increase in sheer
computing power.” Kaplan and Haenlein state with current technology it is unlikely that

we would be able to artificially replicate a human brain with 200 billion neurons with 10,000
synapse connections, that each can have a possibility of 1,000 states. There is evidence that the
larger the ANN the better it generalises to new information.'® However, whales and elephants
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have over double the neurons in their brains as a human ' which indicates that the human
brain operates more efficiently. Our brains are constantly taking in sensory information but
only processing a small fraction of the data.'®How does the brain decide what information
to disregard? We talked earlier about the theory of dreams playing a vital role in preventing
overfitting, we are still learning about the brain. So without the knowledge of how our brain
processes data, would the replication of the human brain leave us with an AGl or even an
ASI? Or would our machine be like an aeroplane is to a bird? An aeroplane can fly higher,
faster, can carry a lot of cargo in some cases but an aeroplane cannot silently swoop to catch
a mouse from the branch of a tree.'®®

Possibly an easier theory to contemplate than that of an ASIis Rushkoff’s take on the future:
‘Rather than towards machines that think, I believe we are migrating toward a networked
environment in which thinking is no longer an individual activity nor bound by time

and space’'® Google’s Ray Kurzweil believes that by 2045 machines will increase human
intelligence through wireless links between the neocortex in our brains to a synthetic one

in the cloud.' So maybe the leap will not be in the creation of a machine that is more
intelligent than a human, but in the creation of an environment that will extend human
intelligence. Similar to the effect of the introduction of printed press, or medieval universities
that brought scholars together or networked computer technology.' What type of giant
leap in technology would be needed to make human machine networks or an AGl or ASI?

Moore’s Law states that classical computing capability can be expected to double every

2 years due to the increasing amount of transistors a microchip can hold. In January 2019

the Chief Executive of Nvidia said that'Moore’s Law, which predicts regular increases in the
computing power of silicon chips, is dead’'®” Although not thought to be a viable commercial
solution currently,'®some researchers and companies are turning their attention to quantum
computing.'® At the Google Quantum Spring Symposium in May 2019, Hartmut Neven, the
director of the Quantum Al lab, said that ‘quantum computers are gaining computational
power relative to classical ones at a doubly exponential rate’'°If quantum computers keep
gaining on classical computers at a‘doubly exponential ' rate, now known as Neven’s law, then
guantum supremacy is very close.”" Famous physicist Richard Feynman in 1981 said ‘Nature
isn't classical, dammit, and if you want to make a simulation of nature, you'd better make it
qguantum mechanical, and by golly it's a wonderful problem, because it doesn't look so easy'''?
Many today believe that the implications of Quantum Computing could be the means of
unlocking technological singularity.'

Although we must keep a careful eye on advances in technologies such as quantum
computing, we must not forget where we are now and what is achievable today. We started
this paper with an explanation of the terminology and the history of Al to convey the
certainties of the field. There is a lot of inaccurate information and hype surrounding Al.
Zachary Lipton went as far as to name the problem the ‘Al misinformation epidemic; stating
that the combination of interest and ignorance with a lack of clear and informed voices is
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creating a perfect storm.”* We must learn from the bold statements of the past, the US Navy
expecting Perceptron to become conscious of its own existence,'" the fact that Weizenbaum
changed his life calling to warn people of putting their faith in machines such as Eliza.™¢

We have come a long way, no one knows how far we have to go, so we must employ a careful
balance between the hopeful expectation of the future and the challenges and limitations we
face today.
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